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Abstract

In recent years, technologies such as robotic vacuum cleaners, autonomous rehabilita-
tion systems for elderly, manipulators in automative plants and rovers exploring planets
have become commonplace. For all these applications to worksuccessfully, the robotic
systems used have to provide a high level of dependability. What happens on a technical
level when these systems fail to function properly and theirfailure may cause unpre-
dictable harm to their technical, natural or human environm ent? What has to be done
or is already done in order to prevent these autonomous devices from malfunctioning and
to increase their dependability? These are the questions that we are going to take up in
this report. We will try to classify the current �eld of depen dable robotics and speci�cally
concentrate on the aspects of robustness and fault tolerance. At the core of this survey
on the state of the art in this �eld of research lies a comprehensive and critical taxonomy
of the approaches commonly used.
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1 Introduction

In the last decade the number and the importance of \intelligent" machines in everyday human
life has increased signi�cantly. They are involved in various�elds, which range from household
and entertainment to industry and space applications. Parallel to their proliferation, the quality
of the systems used has grown considerably too, especially with regard to autonomy, perception,
actuation and the robustness of software and hardware. Notwithstanding these progresses there
still remains an almost ironical problem in human-machine interaction. Algirdas Avizienis sums
it up as the contemporary paradox view:

Computing systems provide protective infrastructures for critical infrastructures of
modern society: electrical power, telecommunications, transportation..., But, These
computing systems do not possess a protective infrastructure of their own [31].

The issue, though, is even more intricate: Devising protectivemeans for autonomous systems
against being damaged is without doubt important and necessary. But what is equally impor-
tant and necessary, is to devise protective means for autonomous systems not to cause damage
to their surroundings and themselves. But the growing complexity of hardware and software
components being utilized in the development of robotic applications imposes di�culties for
achieving satisfactory levels of dependability. With increasing re�nement in the development
phase and utilization processes, the product is going to be more susceptible to errors, faults and
failures [32], [1], which, in turn, decrease the reliabilityand availability of the system1. What is
called for are technical means to reduce the a�ect of these problems and, if possible, to reverse
them and restore the system to its original state. These means are usually subsumed under the
terms fault tolerance, fault prevention, fault removaland fault forecasting, to which we would
like to add robustnessas the fundamental system property against threats and uncertainities.

The aim of this paper is to present an overview of the contemporary theory and practice in
this domain, which lies at the crossing of engineering and computing sciences, to depict, evaluate
and, whenever applicable, merge approaches from these �eldsand to point to future areas of
research. We will �rst provide an outline of concepts and terminology used in dependable
computing (Chapter 2), and will then proceed to state of the art theoretical approaches to
the problem of dependability (Chapter 3), before looking attheir practical applications in a
detailed survey and evaluation of speci�c robotic software integration systems (SIS) (Chapter
4). The paper will end with a summary and suggestions for future trends.

1Not only these two attributes are a�ected, but also other system \-ilities" like portability, 
exibility etc.
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2 Dependability: Concepts and Terminology

2.1 Taxonomy

Before commencing our analysis and evaluation of the state of the art in approaches to robotic
fault tolerance and robustness, we want to elaborate on fundamental concepts and terminologies
which are widely used in the related domains of engineering and computer science. Though the
�eld of fault tolerance and dependability as a whole is quitemature, there is no generally ac-
cepted nomenclature. In most cases, whenever researchers discussa particular topic, the terms
they utilize are either idiosyncratically or inconsistently used. This lack of a common language
clearly hinders progress in the �eld. For this reason many researchers demand the development
of a distinct and exact taxonomy as a solution to this communication problem. A taxonomy
like this would provide the basic means to evaluate and compare di�erent approaches. Several
attempts have been made, some being still work in progress, to laydown a taxonomy which
can systematically structure the �eld. Particularly noteworthy initiatives have been launched
by the \SAFEPROCESS" Technical Committee in the domain of control engineering [5] and
the International Foundation for Information Processing (IFIP) Working Group (WG) 10.4 on
Dependable Computing and Fault Tolerant Systems in the domain of computer science [32],
[1], [33], [2], [34]. The results of these initiatives are taxonomies accepted by their respective
research communities. Unfortunately, as already mentioned, the same does not hold true for
the robotics domain. Being a multidisciplinary science, robotics makes it obligatory to take into
account ideas suggested by various scienti�c communities, which might explain the inconsis-
tencies in the use of terminology so far. By bringing together di�ering nomenclatures from the
�elds of control engineering and computer sciences, by comparing them with and transferring
them to the �eld of robotics, whenever applicable, we attemptto clarify frequent misunder-
standings and contribute to the development of a consistent language, which will also lay the
terminological basis for the rest of the paper. As a basis for exploring this issue, we adopted
the taxonomies provided by Laprie et al. in [2].

According to Laprie et al. dependability can be de�ned \as thetrustworthiness of a com-
puter system such that reliance can justi�ably be placed on the services it delivers" [1]. It is a
generic concept which characterizes various facets of a computing system. The composition of
these facets is dependent on the speci�c application. As an example, for a robotic application,
which is required to be reliable and licensed under open source, security will not be a top pri-
ority for this software system2. Software for �nancial transaction systems, though, will require
high reliability and security. Additionally, it has to be emphasized, that the various facets of
dependability are complementary to each other, i.e. one hasto consider and cope with all of
them in order to attain high levels of system dependability. Figure 1 depicts these constituents
of dependability. As can be seen, there are three main constituents: attributes, threats and
means. Robustness is considered to be a secondary attribute in [2], but with regard to the
broad usage and importance of this concept in robotics we decided to grant it the same priority
as the other three aspects. We investigate each of these conceptsin the following subsections.

2.2 Attributes of dependability

Attributes are system properties the levels of which de�ne thedependability of the system.
These are:

2The reason for this is that anyone is able to access any information relatedto that application.
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Figure 1: Dependability taxonomy: attributes, threats and means [1]

� Reliability - de�ned as the ability of a system to provide correct functionsunder speci�ed
conditions during a particular period of time.

� Availability - de�ned as the ability of a system to provide correct functionsunder
speci�ed conditions at a particular time instant.

� Safety - de�ned as the ability of a system not to cause damage to its external environment.

� Security - de�ned as the ability of a system to prevent unauthorized access or handling
of system information.

� Maintainability - de�ned as the ability of a system to undergo correction or modi�cation
services.

This list can be prolonged with other attributes, also referredto as \-ilities" like 
exibility,
portability, testability etc. Since the dependability of a particular system is speci�c to its
application, the list of pertinent attributes is bounded by the needs of that application. It
would be naive to set up a list of attributes a robotic system shouldpossess without knowing the
peculiarities of the domain it is used in. Still, the attributes listed above are the standard ones
commonly present in engineering and computational systems. Formore detailed information
on dependability attributes we confer to [2], [1].

2.3 Threats to dependability

It is often di�cult to reach the system dependability desired. Among the key factors a�ecting
dependability attributes are \threats" to the functionalit y of the system. Threats can be
described as external or internal adverse conditions or events which may cause the system to
degrade and may eventually lead to a completely non functional state. They can be classed into
three categories, namely faults, errors and failures [1]. These categories of threats are closely
related to each other and their relation can be depicted in form of a chain, where each link is a
representation of a particular threat (Figure 2). This chainis referred to as a \fault path" [1].
According to the logic of this diagram faults, errors and failures can be seen as the results of
a cause-e�ect relation. At the same time the diagram can be interpreted as the representation
of the direction threats take and consequently the level of system abstractions they should
be dealt with at (note that the fault path has a cyclic nature) [1]. Although the fault chain
depicted communicates the basic knowledge on the di�erence of the various threats, it does not
reveal information on how to cope with them. The �rst step towards identifying methods for
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Figure 2: A chain representation of the relation between dependability threats - A Fault Path
[1]

\threat handling" is to develop a taxonomy for each of the afore mentioned threats themselves,
because a particular type of fault, error or failure may require di�erent handling methods.

2.3.1 Faults

There are various de�nitions in use on what a fault is. Some authors de�ne it as a not permitted
deviation of system parameters from the speci�ed values [5], whereas others describe it as the
cause of an error [1]. The semantics in most cases re
ects the domain the term is used in.

One can identify a vast variety of fault types, and the inventory tends to grow. According
to [2], one can di�erentiate faults according to eight viewpoints:

� Phase of creation - two types of faults can be identi�ed with regard to their time of
creation: (a) development phase faults- these are faults committed during the develop-
ment phase of a system and(b) operational phase faults- these faults a�ect the system
during its operational phase.

� System boundaries - here faults are di�erentiated according to whether they are inter-
nal to the system,(a) internal faults, or come from its external environment,(b) external
faults.

� Phenomenological cause - here faults are classi�ed according to their phenomenological
nature. There are two types of this class of faults(a) natural faults, i.e. faults which are
caused by natural phenomena and(b) human-made faults.

� Dimension - computational systems being composed of software and hardware, two types
of faults can be associated with them(a) hardware faults and (b) software faults.

� Objective - this type of faults is usually taken into account when security is concerned.
They can be di�erentiated as(a) malicious and (b) non-malicious faults.

� Intent - similarly to the objective class of faults, the faults in this category also mainly
a�ect the security standards of a system. One can di�erentiate(a) deliberative faults,
which are carried out to cause a harm or damage and(b) non deliberative faults, which
are usually introduced by a user or developer without being aware of them.

� Capability - this type of faults is closely related to the human factor, which plays an
important role in the development phase of a system. With respectto this, two types
of faults are di�erentiated (a) accidental faults, which are similar in their semantics to
non deliberative faults and(b) incompetence faults, which are often caused by a lack in
competence of the parties involved.

� Persistence - one of the important and often considered aspects of faults istheir temporal
attributes. This factor determines how complex the diagnostic approach shall be. There
are two kinds of faults in this class(a) transient or also sometimes calledintermittent
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faults. The transient faults are di�cult to diagnose because of their temporary nature.
(b) Persistent faults are continuously present in a system. This condition simpli�es the
diagnosis problem.

As is quite obvious, the taxonomy presented above includes a strong overlap among the classes
of faults. This situation is further enforced by the fact that usually faults occur as a combination
of several di�erent faults. Taking this into account, one can further de�ne fault classes which
are orthogonal to the afore mentioned ones. In this approach,faults are grouped into three
classes [2].

� Development faults - this group comprises faults which occur during the development
phase of a system.

� Physical faults - this group includes all faults related to the hardware of a system.

� Interaction faults - this group includes all faults caused during the interaction of the
system with the environment.

Figure 3 depicts the relation of the taxonomies discussed.

Figure 3: The relation between two classifcation views on faults [2].

With respect to the domain of robotics, we want to emphasize the work by Chatila et al. The
authors provide a fault taxonomy for robotics, particularlyon aspects of robotics addressing
decisional mechanisms [35], [3], [13]. They de�ne a decisionalmechanism as a composition
of inference mechanisms and the knowledge these mechanisms work on. Further, these two
constituents are separated according to their appearance in the life cycle of an application,
the life cycle of a system being di�erentiated into two phases: the development phase and the
operational phase. The resultant taxonomy is depicted in �gure 4. It can be seen that some
aspects of this approach directly re
ect the classi�cation presented in �gure 3 with some details
speci�c to robotics. Another approach to the classi�cation of faults in robotics is presented by
Murphy et al. Here, the authors put more emphasis on the conceptof failures [36], [4]. They
also list two key attributes of failures. They are related to thelevel of the impact of a failure
on the robot's mission and to the level of repairability. This approach is depicted in �gures
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Figure 4: Fault taxonomy in decisional mechanisms [3]

5 and 6 respectively. The authors de�ne terminal failure as a failure terminating the robot's
mission and non-terminal failure as a failure introducing a noticeable degradation in the robot's
performance to achieve its mission. With respect to repairability of a failure, a failure is called
�eld-repairable if the robot can be repaired using its accompanying repair tools, otherwise it
is classi�ed non-�eld repairable. Although the authors in their classi�cation refer to faults, in
our view and when compared with the taxonomies in �gure 4 and �gure 3, this classi�cation is
more concerned with faults rather than with failures.

Figure 5: A taxonomy of failures in �eld (rescue) robotics by Murphy et al. [4]

Figure 6: Attributes associated with failures in �eld robotics by Murphy et al. [4]

2.3.2 Errors

The next link in the threat chain representation was given to errors. According to this rep-
resentation, an error can be described as an e�ect of a system fault and a cause of a system
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failure (Figure 2). As with faults, also in the �eld of errors a great variety of error types can be
di�erentiated. Examples are single byte vs. double byte errors, when considered from the per-
spective of control codes, and single errors vs. multiplicativeerrors with regard to the number
of components in which they occur. But being part of a system state, they are usually classi�ed
according to the type of failures they may lead to. Only errors which manifest themselves in
external system states, i.e. services as perceived by an end user, lead to a system failure, though
[2], [1], [5]. We are going to discuss failures shortly, but before we want to mention three key
factors which e�ect the manifestation of an error in a system failure.

1. The level of system redundancy - redundancy is a means intended to prevent errors
from leading to a system failure. Two types of redundancy can bedi�erentiated (a)
intentional redundancy, which is explicitly integrated into the system with the purpose
of error prevention and(b) unintentional redundancy also referred to as false redundancy
which is often present in system itself without being intentionally included. It may lead
to the same e�ect as intentional redundancy, though.

2. The level of system activity or behaviour - an error may be overwritten before
causing a system failure or it can never be observed because it liesin the part of a system
which is never used.

3. A de�nition of a failure from the perspective of the user - some users may consider
speci�c conditions as failures, but the same conditions may be acceptable to others.

2.3.3 Failures

A failure is a direct result of an error on external system state. Since the external system state
is a part of the service delivered, a failure is a deviation of the end services from the speci�ed
ones. A system may fail in di�erent ways depending on the �nal e�ect of the three factors
indicated above on the external states' errors. The ways the system may fail are referred to as
\failure modes". This concept introduces a relative measure to the level of \impact" caused by
a failure. The failure classi�cation is usually performed basedon this concept of failure modes.
One can di�erentiate four viewpoints to failure mode classi�cation [1], [2].

1. Failure domain - this viewpoint de�nes two types of failures(a) value failures, where
the value of the delivered service is not compliant with the one in the speci�cation and
(b) timing failures, which occur when the timing of a system does not comply with the
speci�cation.

2. Detectability of a failure - this class de�nes failures according to whether they can be
detected or not. Here, one can di�erentiate(a) signaled failure, in case it is possible to
detect a failure and notify, otherwise the failures are(b) unsignaled failures.

3. The consistency - according to this viewpoint, failures are classi�ed according to
whether they are perceived the same by all the users using the service. Hence,(a)
consistent failures, where all users perceive incorrect services in the same way and(b)
inconsistent failures, where failure appears di�erently to users. They are referredto as
Byzantine failures.

4. The consequences - from this perspective, the impact of a failure on the surrounding
is considered. Usually, one can di�erentiate several levels of severity, but at least two of
them are de�ned: (a) minor or safe failuresand (b) dangerous or catastrophic failures.
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This viewpoint is one of the commonly used approaches to distinguish failure modes in
safety engineering.

We summarize our elaboration on threats and their classi�cation by means of a comparison
table, �gure 7, which provides de�nitions to the terms discussed from the viewpoint of control
engineering and computer science (dependable computing). Here the de�nitions are based
on the nomenclature provided in [2] and [5]. They re
ect the viewpoints of the dependable
computing community in the view of IFIP WG10.4 and control engineering community in the
view of \SAFEPROCESS".

Figure 7: A comparison table of fault terminology in control engineering and dependable com-
puting

2.4 Means of dependability

With regard to the wide diversity of faults and their e�ects, what options does a system designer
or developer have at hand to improve the dependability attributes of a system? Considerable
research has been conducted on this topic and currently one can distinguish the following four
methods of addressing the problems resulting from system threats.In the context of dependable
computing these four methods are referred to as means to improve the system dependability
attributes [�gure 1]. They are: fault tolerance, fault prevention, fault removal and fault fore-
casting. Further, they can be separated into two groups, namely, dependability procurement
and dependability validation [1], [3], [2]. Dependabilityprocurement, which includes fault tol-
erance and fault prevention, is usually aimed at how to provide a system with the ability to
deliver correct services, whereas dependability validation, which includes fault removal and
fault forecasting, is an approach to reach con�dence in the system's ability to deliver correct
services. In their new taxonomy Laprie et al. also di�erentiatetwo groups of possible improve-
ments in dependability with respect to the status of threats ina system state and appropriate
actions to handle them. Group(a) fault avoidance includes fault prevention and fault removal
processes. It is aimed at avoiding the introduction of new faults or removing the ones which
were already present in the system. Group(b) fault acceptance, which includes fault tolerance
and fault forecasting processes, on the other hand, is directed towards tolerating faults which
may occur or predict their possible future manifestation. In our opinion, this view re
ects the
appearance of dependability means in di�erent phases of an application life cycle.
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In the following paragraphs, we attempt to provide a brief introduction to each of the above
mentioned means to improve dependability.

� Fault prevention - is usually considered to be a part of the product development phase.
It refers to methodologies addressing faults which can occur during the phases of hardware
and software design. An example for a method of fault preventioncan be the analysis
of previous faults in a particular component and accordingly measures to prevent their
further occurrence.

� Fault forecasting - is performed through an evaluation of the system behavior with
respect to fault occurrence. It is used to estimate the present number of faults, their
future incidence and their probable causes. The results of forecasting tests are usually
expressed in terms of (un)reliability, (un)availability or risk factors. Two approaches to
system evaluation can be identi�ed:

1. Non-probabilistic or ordinal/qualitative evaluation - this type of evaluation is utilized
to classify and rank the failure modes that may lead to a system failure.

2. Probabilistic evaluation - in this approach, probabilities are used to express the levels
of a particular dependability attribute. These attributes are then used as measures
of system dependability.

There is a number of established evaluation techniques available. Some of the well known
ones are failure mode and e�ect analysis (FMEA), failure mode diagnostics and e�ect
analysis (FMDEA), Markov processes and stochastic Petri Nets. [37]

� Fault removal - is the means designed to reduce the number and severity of faults in a
system. One can di�erentiate three steps during fault removal processes:(a) veri�cation ,
which is de�ned as the process of checking whether the system adheres to system veri�-
cation conditions. In cases when the results of a system veri�cation do not comply with
the ones in the speci�cation, the system undergoes step(b) diagnosis, the intent of which
is to detect and identify the faults which cause the failure ofthe veri�cation process.
After faults are diagnosed, the last step(c) correction is undertaken. This includes the
necessary correction procedures for removing the e�ects of faults. The latter two steps are
also referred to as a part of the validation process. For furtherinformation on veri�cation
and validation processes we refer to [1], [2].

� Fault tolerance - is targeted at enabling a system to deliver services complyingwith its
speci�cation in spite of the presence of system faults. It is noteworthy that fault tolerance
is an inherent part of systems, where the participation of an external agent in maintenance
is hardly a�ordable. Two methods to perform fault toleranceare distinguished:

1. Error processing - is directed at the removal of errors, before they put a sys-
tem into failure state. It can be performed in two ways:error recovery and error
compensation. Each of these methods also incorporates detection procedures be-
fore an error can be processed - hence, the termserror detection and recovery, and
error detection and compensationare used. Further elaborating on di�erent error
recovery approaches, one can di�erentiateforward recovery and backward recovery
techniques [1].

2. Fault treatment - can be viewed as a procedure composed offault diagnosisand
fault deactivation steps. The �rst step is aimed at detecting and identifying faults
and consequently making them to undergo a deactivation process.
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Fault tolerance is mainly implemented via redundancy, i.e.introducing additional struc-
tures/ sub-systems or structure/ sub-system models which have the same functionality.
One of the factors causing the success of the redundancy based approach is the utilization
of diverse redundant components. Although diversity imposes itsown constraints such
as maintenance di�culties, it is usually considered to be a goodpractice. The reason
is that in most cases the same faults have di�erent in
uences on each component of a
redundant system [37]. This ensures that no concurrent failures occur. Figure 8 depicts
the relation between fault tolerance techniques (error processing and fault treatment)
and redundancy. As can be seen, fault tolerance can be either based on analytical re-

Figure 8: A taxonomy of fault tolerance methods

dundancy (also referred to as model based) or physical redundancy. The idea behind
analytical redundancy is to use various mathematical modelsto achieve the �nal result,
whereas physical redundancy is seen as an implementation of the same functionality on
several components. Both of the approaches have their own advantages and disadvan-
tages. For instance, analytical redundancy, sometimes being mathematically challenging
and unprecise, o�ers a cost-e�ective solution, though. This iscontrasted by the physical
redundancy approach, which is expensive to implement and hard to maintain but at the
same time provides quite reliable results [37], [38]. In this survey, we put emphasis on
model-based approaches to fault tolerance, particularly fault diagnosis. The fault diagno-
sis process is considered as a two step process. It is composed of fault detection and fault
identi�cation processes. Figure 8 depicts di�erent methods tofault diagnosis. Although
they are called fault detection methods in [5], the big overlap between identi�cation and
detection methods urges us to put them into one category, i.e. diagnosis methods. Most
of the state of the art approaches to the problem of diagnosis rely on a process model. In
this approach, the process behavior is modelled by some well established mathematical
techniques, i.e. probabilistic, inductive logic etc. Then the model and the real system
are organized according to either reference diagnostics or comparison diagnostic schemes
[37]. The output of the diagnostics scheme is a residual whose value carries information
on a system state with respect to faults [5]. The details of this approach we will discuss
later in state of the art section (Chapter 3) of our survey.

In addition to the redundancy based approaches to fault tolerance, for the past few years the
trend in computational systems, particularly in networked systems, started to move towards
the concept of autonomic computing [39]. This concept introduces the idea of self-healing,
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self-recovering components which are designed to be capable of handling adverse situations by
themselves without external supervision [40]. As this �eld is quite broad on its own, it shall not
be discussed in this text. For more information on means to improve dependability we confer
to [1], [2].

Figure 9: A taxonomy of methods to robustness

Another important attribute of dependability, at least from t he perspective of robotics, is
robustness. The term has been used widely in the scienti�c community. According to a survey
of the Santa Fe Institute 17 di�erent de�nitions of the word are used in di�erent contexts [41].
In [2], robustness is described as being a specialization of the main attributes of a system. It is
de�ned as the ability of a system to withstand external faults. Chatila et al. [35], [3], [13] relate
the concepts of robustness and fault tolerance and transfer them from the computing system
domain to the robotics domain. They de�ne robustness as being asuperset of fault tolerance
and di�erentiate them on the basis of the faults they address. They de�ne fault tolerance
as the method to cope with internal faults related to system resources, whereas robustness
is described as a means to handle external faults related to environmental conditions. The
authors also suggest a basic taxonomy of methods to robustness in the �eld of robotics which
we broadened with some additional concepts (Figure 9) [35],[3].

The survey on the state of the art approaches to robustness and fault tolerance in robotics
shows that most of the capabilities to handle contingency can be grouped into two classes:(a)
low level threat handling and (b) high level threat handling. The low level capabilities are
usually inherent in skills and modules which are in most cases responsible for communicating
with the hardware and for implementing routine robotic functionalities. On this level, each
module or skill can manage its own local con
icts related to its resources or execution processes.
On the high level, fault handling is an attribute of the planner, supervisor or executive layers.
These entities usually manage the global, long term behavior of a system and are responsible for
reasoning on system-environment interaction. We will talk about robustness and fault tolerance
capabilities in detail on the example of state of the art robotic software integration systems
(SIS) in chapter 4.

This section provided a brief introduction to concepts and terminology, particularly their
implications for robotics. Additionally, we described the constituents of a dependable system,
i.e. its attributes, threats and means. De�nitions and descriptions on the basis of a systematic
taxonomy were given for each of them. An emphasis was made on means to improve depend-
ability, speci�cally fault tolerance and robustness. On the basis of the taxonomies reviewed two
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new taxonomies on fault tolerance and robustness approaches were created. In the next section
the taxonomy on fault tolerance, particularly the diagnosisstep will further be elaborated.
Additionaly, we will discuss state of the art approaches to faulttolerance in robotics in detail.
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3 State of the Art

After having explored the abstract level of de�nitions and terminology relevant to the �eld, we
now proceed to the concrete level of actual techniques for fault diagnosis as an integral step
to fault tolerance. This chapter is designed as an attempt to classify most of the frequently
used approaches to fault diagnosis in engineering, particularly in control engineering. The
classi�cation part is followed by a brief explanation of the theoretical ideas which form the basis
of some of these approaches, and their transfer to the �eld of robotics. In addition, we will try
to construct a taxonomy for the diagnosis models which the approaches rely on. Particularly,
we will discuss probabilistic models used in robotics and presentsome contemporary research in
this area. Most of the approaches to model-based fault diagnosis in engineering and computer
science can be divided into two di�erent classes with respect to the type of models used (Figure
8). One of the most frequently applied approaches is theprocess model baseddiagnosis. It
is characterized by the usage of particular process parameters which pertain to the relation
between input and output signals. Output observers and parity equations are examples for
such approaches to modeling. Sometimes it is not possible to obtain a model of a process
explicitly. In such situations, the so calledoutput signal model baseddiagnosis approach can
be used. This allows to approximately infer the relation between input and output signals
based on the form of the output signal. Some examples of these modeling types are bandpass
�lters and spectral analysis [5]. The simple diagram in �gure 10, displays an example on how
these models are usually integrated into a control system as its diagnostic constituent. As

Figure 10: Model-based diagnosis diagram [5]

can be seen in the �gure, there are two steps which contribute tothe �nal result of the fault
diagnosis procedure. The �rst step in FDI (Fault Detection and Identi�cation/Isolation) is
fault detection. During this, the actual behavior of the system, as being re
ected in its output,
is compared with the estimated one from the plant model. Together with this plant model, the
residual generator calculates the deviation of the actual behavior from the nominal one. It can
be a di�erence of values or any statistical quantity which convey the necessary information on
changes in behavior [5]. During the second step (after the residual has been generated), it is
evaluated (isolation process) for faults, their probable sources and the decisions to be made[5].
In our view, in robotics it is often di�cult to distinguish these two steps. But there are also
cases, such as those mentioned by [7], [6], [42], [43] where these two steps can be di�erentiated
explicitly. From the state of the art for fault diagnosis in robotics one can conclude that most of
the approaches adopted are process model based and �rst and foremost relevant to the step of
residual generation of the diagnosis. Another important aspect of the methods used in robotics
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is that they often rely on techniques of either parameter estimation or output observer/output
estimation (Figure 8), [5], [6], [7], [43], [8], [44], [45], [46], [47] and [48]. We attempted to
systematically classify some of these commonly used approaches to fault diagnosis (Figure 8).
As can be seen in �gure 11, model based residual generation, particularly estimation techniques,
can be of two types:

1. Multiple model based approaches

2. Single model based approaches

In section 2.4 we stated that fault tolerance is mainly implemented via either analytical or phys-
ical redundancy (Figure 8). That is why the representation ofsingle model based approaches
has rather complementary character and will not be discussed here. We also did not encounter
any application based on this approach. Multiple model techniques are based on the idea of

Figure 11: A taxonomy for model-based residual generation

utilizing a variety of plant models which are speci�cally aligned with respect to the plant's
functioning modes, i.e. nominal mode and failure modes. Each model re
ects the behavior of
the plant only in that speci�c mode. The plant models used can usually be categorized with
respect to whether they aretime invariant, also referred to as�xed structure models (FSM),
or time dependent, also referred to asvariable structure models (VSM)[49], [48], [50], [6], [51].
Whenever a system changes its state, the dynamics it undergoes change as well. The methods
based onmultiple model adaptive estimators(MMAE) 3 do not account for such behavior. That
is, the MMAE technique is based on the assumption that system behaviors change immedi-
ately and without in
uence on each other [42], [43], [6]. On the other hand,interactive multiple
model estimators(IMME) account for this condition by explicitly modeling mode transitions
as homogeneous �rst order Markov processes [49]. The�xed structure multiple model (FSMM)
approach performs reasonably well for systems with only a few number of components and thus

3Both MMAE and IMME are speci�c variations of variable Structure and �xed Struct ure model based
approaches.
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only a few number of system states4. But its performance degrades considerably as the number
of modes modeled increases. To address this problem a set of algorithms known as variable
structure multiple model (VSMM) estimators were proposed by [49]. The advantage of VSMM
based algorithms to FSMM is that VSMM incorporates the best set ofmodels a posteriori
based on the sensor measurements. That is, VSMM determines at each time step which model
set to use for estimation, using a priori and a posteriori knowledge [49]. This allows it to handle
several system mode models. Apart from the knowledge on how many system modes should
be modeled in order to achieve the required level of accuracy, it is important to identify the
representation formalism to implement them. The choice of representation dictates to what
extent the diagnosis model will be accurate and complete. Onecan distinguish three major
representations for diagnosis. Often, all of them are utilizedfor the implementation of the
residual generation step or the residual evaluation step [5]. The following subsections provide
a description of each of these representations.

3.1 Neural network based diagnosis techniques

Often a diagnosis system utilizes two types of knowledge, analytical knowledge in form of
the residual generation procedure and heuristic knowledge, which is re
ected in the residual
evaluation step. neural networks (NN) are usually adopted for the residual evaluation step,
because they are well applicable in cases where the system model is known to a certain degree
and cannot be fully modeled by analytical methods. In these situations, NN are used for pattern
recognition engines which identify faults based on the output measurements. There is also work
being done on the application of this type of diagnosis modelsin robotics. For instance in [42],
[6], [43] authors use NN in combination with MMAE techniques. Theoutput of a bank of
Kalman �lters in form of mahalanobis distance is fed to a pattern recognition engine based
on NN. The pattern recognition engine generates a level of con�dence for a particular �lter.
Kalman �lters are used for the residual generation procedure and are de�ned per system mode.
They are used to estimate the output of a system and generate residuals by comparison with
actual measurement data. Authors estimate the robot's velocity and orientation:

z = [ VL ; VR ; _�] T ; ẑ = x̂ = [ V̂L ; V̂R ; _̂�] T and r = ẑ � z: (1)

Figure 12 depicts the procedure of diagnosis. The mahalanobisdistance fed to the NN has
the form of

Dis = r T S� 1r (2)

where S is the covariance matrix of the residual vectorr . A similar approach to FDI is
undertaken by [7]. The authors present their approach as a model free diagnosis in the sense
that the approach does not use any predictive model of system state variables. The FDI process
is integrated with a hybrid architecture, which the authorscall a \Thinking Cap" at the core
of which lies a fuzzy controller. The controller generates activation levels depending on the
context and the behaviors in use. These activation levels are then fed to a monitoring module
which performs the diagnosis. Figure 13 shows the internal anatomy of this module. As can be
inferred from the �gure, the procedure of diagnosis5 is again capitalized in form of two steps,
i.e. residual generationand residual evaluation. The �rst step is supposed to generate features
from the input activation signals which can be fed to radial basis NN (RBNN), which act as
detection and isolation/identi�cation mechanisms. The authors use two di�erent methods for

4In this approach, a set of models for each system state is de�ned a priori
5Here authors refer to diagnosis as monitoring.
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Figure 12: The process of diagnosis based on an MMAE algorithm using a bank of Kalman
�lters for the detection step and NN for the identi�cation step [6]

feature extraction, which they approve for suitability via conducting a series of experiments.
The extraction method for the fault detection step is based on the median value of a set of
activation signals, whereas for the fault isolation step the energy of a signal is adopted. The
energy of the activation signal of thei th behavior is calculated according to

�x i =
n0+ wX

n= n0

(x i (n))2 (3)

The output of the extraction step is a feature vector which is then fed to RBNN. Then, the
RBNN tries to minimize the error function of the form

E =
1
2

X

n

X

k

(yk(xn ) � tk
n )2 (4)

and consequently the in
uence of the faults on the system's performance. The problems with
NN based approaches are threefold. First, in most cases NN are applicable only to systems
with a relatively small number of modes. The reason for this is that when the number of modes
increases, more models will be required, as there is, as alreadymentioned, one �lter per mode
which is tuned speci�cally for that mode. This situation may harm the performance of FDI.
Second, when the number of models grows, higher dimensional NN will be required which are
usually di�cult to train. The third problem is that, since most o f the systems are dynamic
in their nature, it may be di�cult to extract features which a re not ambiguous, i.e. greatly
overlap. This condition imposes di�culties for training NN so that it could, to some degree,
identify di�erent faults [5].

3.2 Fuzzy logic and rule based diagnosis techniques

Usually the level of precision of the analytical model de�nes the accuracy of the diagnosis.
As most of the processes under surveillance are complex and nonlinear, it is often di�cult to
obtain precise models. In such situations, fuzzy logic based paradigms may be useful. Fuzzy
description allows to handle uncertain knowledge and to de�ne representation on the basis of
which the residual evaluation step can be undertaken. This representation can be utilized for
rule-based decision making which mimics human decision makingprocesses. Such systems have
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Figure 13: The structure of a Monitoring Module, where each submodule relies on NN repre-
sentation [7]

been broadly researched on in control engineering [5], but wehave not encountered diagnosis
applications based on fuzzy logic in robotics. On the other hand, there are some FDI approaches
which use standard logic formalisms in order to perform decisionmaking similar to the processes
in rule-based methods. For instance Steinbauer et al. present a diagnosis approach which is
expressed in terms of propositional logic constructs [52], [53], [54]. The method adopted is based
on a consistency-based diagnosis, i.e. a procedure, where the system's real behavior models
are checked against the nominal behavior models for consistency. If the models are di�erent,
the inconsistency is marked as a fault [52], [53], [54]. System modeling is performed on the
software level. It is an abstract structural representation of the software architecture in terms
of components, connections between them andconnection dependencies. Here authors de�ne
two types of connection dependencies as

1. Strong dependency - if the termination of one component requires the termination of
the other component dependent on it.

2. Weak dependency - if the termination of the dependent component is not required.

In order to de�ne the runtime behavior of a system, which is an important prerequisite for
the FDI, the authors introduce a convention/rule. It states that if all inputs to the model
are correct then a software component should produce correct outputs. For instance, in order
to describe the behavior of an object tracker (OT), the following proposition can be made:
: AB (OT) ^ ok(F irewire ) �! ok(ObjectMeasurement), where AB stands for abnormal and
the ok construct is an observer associated with a �rewire process [52], [53], [54]. Such an
approach is simple to implement, but it does not take into account issues related to uncertainty,
noise, state evolution etc.

3.3 Probabilistic diagnosis techniques

This approach to the diagnosis problem, particularly to residual generation, is one of the most
widely used. Probabilistic methods are based on the concept of stochastic processes, where
processes' or signals' stochastic attributes and behavior are considered. In robotics, probabilistic
models became de facto standard during the past decade. They have been utilized for di�erent
problems of system state estimation such as localization, decision making and diagnosis. In
the domain of diagnosis, the probabilistic methods which are adopted �t to the taxonomy
presented in �gure 8 and consequently in �gure 11. They are mostly used for the residual
generation step of FDI and can usually be categorized as OO (output observer) estimation
methods. Most of these estimation techniques rely on some form of Bayes rule. To be precise,
they are approximations. Whenever a stochastic system is used, themathematics involved is
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often concerned with calculations of a posteriori distributions of processes or signals. But the
problem is that there is usually no closed form solution for thisproblem [55], [56]. Let

P(x t ; dt jz1 : : : t) = � tp(zt jx t ; dt )
Z

(
X

dt � 1

p(dt jdt � 1)p(x t jx t � 1; dt ))dxt � 1 (5)

be given, wherex t is a state of a continuous variable,dt is a state of a discrete variable,zt

sensor measurements and� t is normalizing constant at timet. There is no closed form solution
to the integral in this equation. That is where approximation models come into use, of which
exists a big variety. One can structure the di�erent modi�cations of these models as shown
in �gure 14 6. All of the estimation models presented here have a recursive nature, i.e. rely

Figure 14: A classi�cation of di�erent probabilistic models used in robotics

on data previously accumulated during the system's state evolution. We will not discuss the
details of each method, but brie
y describe them for the sake ofcompleteness. For further
reading we confer to [57], [51], [55], [56].

3.3.1 Parametric models

Parametric models, which were initially developed in the control engineering community [57],
are now a widely used category of models both in control engineering and robotics. At the
core of them lies the assumption that there is a functional formof a posterior distribution
which is of Gaussian type. These models can be used to estimate posteriors of both linear
processes, which rely on a classical Kalman �lter [57], [51], and nonlinear processes, where
extended or unscented Kalman �lters (EKF and UKF respectively)are applied [58] [57], [56].
In diagnosis, parametric models are usually used to model a particular behavior of a system's
mode and are formed into a bank of �lters [43], [6], [48]. The advantage of approaches based on
these models is that they are quite simple to implement. Apart from these advantages, there
are some shortcomings to these models too, because they are constrained mostly to Gaussian
type of processes. Additionally, modeling system modes with a bankof �lters may reduce the
performance of the system when the number of modeled system modesincreases.

3.3.2 Nonparametric models

Contrary to parametric model based �lters, nonparametric model based �lters do not rely on
�xed functional forms of posterior distribution. Instead, they approximate them with a �nite
number of values or samples7 [56], [47], [55]. This aspect of nonparametric �lters allowsto

6In this taxonomy the models commonly used in robotic diagnosis are considered.
7Usually referred to as particle, thus the name particle �lters.
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adopt them to a wide range of process types. It has become a trendto use such models for the
fault diagnosis of robotic systems in the past few years. For instance, [8], [59], [44] and [46]
present a survey on the applicability of Monte Carlo approaches to diagnosis. They regard the
diagnosis problem, particularly the fault detection step, asdetermining the distribution over
some discrete state set at each time step. This distribution is equal to the marginal distribution
of posterior state probabilities given in form of an equation (5). Similar to varieties of Kalman
�lters, particle �lters also come in several mod�cations. The reason for this is that classical
particle �lters have some shortcomings when applied to the problem of online fault diagnosis.
Authors de�ne some challenges for online diagnosis problems which are di�cult to address only
by classical particle �lter algorithms [44]. These are

� Very low prior fault probabilities

� Restricted computational resources

� High dimensional state space

� Non-linear stochastic transitions and observations

� Multi modal system behavior

We brie
y discuss some modi�cations of particle �lters (Figure14) which address these chal-
lenges by increasing the e�ciency of classical particle �lters.

The risk sensitive particle �lter (RSPF) approach incorporates the concepts of risk function.
Here, the low probability states (which are most probably failure states) are given high costs
whereas non-failure states with high probabilities are given low costs. So, instead of tracking
posterior probabilities, the products of risk function and posteriors are tracked [8]. This is
depicted in the following form,


 t r (dt )p(dt ; xt jzt ) (6)

where 
 t is the normalization constant andr (dt ) is the risk function. During the operational
phase of a system situations can arise, where several states have close probability values and,
whenever a fault happens in one of these states, it is di�cult to identify which state it is. A
version of the particle �lter algorithm called variable resolution particle �lter can handle such
situations. It is performed by encapsulating similar physical states into one abstract state.
Figure 15 depicts such representation. Generally, if a fault happens in one of these states, the
abstract state is tracked �rst, then the resolution of the state space is changed from the high
level abstract to the ones it encapsulates [8], [59]. But in somecases it still might be di�cult to
diagnose faults with reliance on present data. That is, additional information may be required,
such as past or future state information. For this purpose authors rely on a combination of
UKF and particle �lters. UKF is utilized to approximate procedures one step ahead. This is
done as follows: Instead of using a proposal distribution of the form p̂N (x t ; dt jz : : : t), which is
needed to instantiate particles, a modi�ed version is employed, which is based on �rst order
Markov process assumptions, which hold that present states are dependent on the states one
time step behind. It is given in the formp(x t ; dt jx [i ]

t � 1; d[i ]
t � 1; zt ). The distribution presented

by this expression is called optimal proposal distribution, it minimizes the variance of the
importance weights [8], [56]. As indicated before, it is problematic to instantiate samples from
this distribution, that is why an approximation is needed, which is performed by UKF. After
the proposal distribution is approximated, the samples are drawn [8], [59]. This approach can
be categorized as a hybrid model approach in the sense that it makes use of both parametric
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Figure 15: A Markov model representation of a system. Here (a), (b) and (c) show di�erent
levels of state abstractions [8]

and nonparametric models. A similar approach to diagnosis is carried out in [46], [47], where
authors investigate Rao-Blackwellised and unscented particle �lters for rover online diagnosis.

Another interesting approach, which is also based on the conceptof particle �lters, is pre-
sented in [9]. Usually, an algorithm is based on a particular model, which is often constrained
by a speci�c set of assumptions. For instance, an odometry motion model for localization does
assume that a robot will not encounter obstacles. The authors propose to make such model as-
sumptions explicit and build a model abstraction hierarchy. They introduce a mixed-abstraction
particle �lter algorithm which uses such a hierarchy to directcomputational resources to the
most e�cient model whose assumptions are met. They regard their approach as being similar
to the one presented in [59]. For them the di�erence lies in thefact that they switch between
overlapping system models for certain parts of state space. Thatis why the model hierarchy
is based on e�ciency di�erences and explicit model assumptions.The model abstraction hi-
erarchies are represented as acyclic graphs with various system models as nodes and model
assumptions as node transitions (Figure 16). The model assumptions/transitions are de�ned

Figure 16: An abstract model hierarchy in the mixed abstract particle �lter algorithm [9].

as binary functions on the state space of an unrestricted/general model. The authors introduce
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a means to check the validity of an assumption, which they describe as

#t ( ~A) =

P
A p(zt jx [m]) 1

jA jP
p(zt jx [m]) 1

j� j

(7)

whereA is a binary assumption function and# is a validity value of an assumption. A mixed
abstraction particle �lter estimates the system state by runningseveral �lters in parallel, each
using a di�erent system model. The decision, which model to emphasize, is taken on the basis
of the estimated validity of model assumptions. If the validity of an assumption is below a
prede�ned threshold, the number of particles in the more complex model is increased otherwise
the simpler model is preferred.

3.4 Other approaches to diagnosis

Apart from the techniques described so far, there are also some approaches to diagnosis which
either use some variation of the techniques depicted or introduce ideas of their own. For
instance in [60], the author develops a whole subsystem of a robotics architecture which not only
performs diagnosis of faults but can also provide some recoveryaction. The approach mainly
considers hardware faults of a robotic system. In order to handle them, a set of fault tolerance
processes is written for each hardware component. The author emphasizes the di�erent levels
of a system and the failures on each respective level. Three levels are de�ned, beinghardware
level, low level control (where sensor information is processed) andhigh level control (the
robot's behavior). The approach emphasizes that errors should be con�ned to the level in
which they originate, otherwise the higher levels should compensate for them. The author
introduces di�erent fault tolerance techniques on each level of abstraction. For instance, on the
lowest level fault tolerance can be achieved by physical redundancy. On the highest level, the
technique relies on redundant control strategies. A performance model exists for each strategy,
and a failure is detected, if the actual behaviors do not match with the ones modeled. In
this case, another strategy is employed. It is underlined thatthe redundant strategy approach
handles the symptoms of a failure and not the cause. The approach is suitable only when faults
propagate up the abstraction levels. On the low level control,the concept of virtual sensors
is introduced. Virtual sensors are characterized as processes that are responsible for a robot's
interaction with its environment based on sensor information.Adaptive virtual sensors are used
and are responsible for handling sensor failures. They do so by ignoring the information from
the broken sensors. There are four stages of fault tolerance de�ned: error detection, masking,
recovery and reintegration. They are all implemented as concurrent processes.

1. Error detection - is carried out by comparing the behavior of a leg with the \plausible
leg" behavior, which is actually the model according to which the leg should perform.
Another approach introduces a level of con�dence for sensors (the con�dence level is
de�ned by a pain level associated with a sensor). The sensor values are compared with
the ones provided by sensor models8. Then a sort of automaton is de�ned for a state
and its correspondent sensor reading. That means, if the actual sensor reading does not
comply with the automaton model, a failure is considered to have happened. The sensor
monitors perform this action of comparison and failure detection.

2. Masking - is performed by virtual sensors. It removes the a�ect of local failures. It is
dependent on the pain level of the respective sensor and disregards the information from
it in case its pain level indicates that it failed.

8Sensor models are obtained by empirical methods.
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3. The purpose of arecovery process is to return the system to its operational state once
a component failed. It is de�ned in three forms asretry - for transient faults, dynamic
recalibration - for sensor drift andrecon�guration - for permanent failures.

� Retry - the sensor is retried several times before it is considered to be faulty. The
pain level allows this, because it is set in such a way that it reaches an unacceptable
level only after consequent errors.

� Dynamic recalibration - processes are associated with each sensor. These processes
update the reference sensor models. This assures that the real sensor behavior is
evaluated with respect to the corrected up to date models.

� Recon�guration is dependent on virtual sensors and the numberof real sensors they
are associated with. If a sensor fails, the information coming from its virtual sensor
is disregarded. To achieve this, virtual sensors should be recon�gured to form a new
set of information.

4. Reintegration - the purpose of this step of fault tolerance is to reincorporate repaired
components, sensors etc. The sensor is de�ned to be repaired depending on the pain level
associated with it (basically it is not real repair, just in some cases the sensor may fail for
a time and then function again). As soon as monitor and consensus processes9 inhibit the
pain level, the injury process10 informs the virtual sensor to reincorporate the repaired
sensor.

All the explications so far are associated with sensor failures which are referred to by authors as
local failures. When a failure is associated with actuators, though, it is considered to be global.
The failure of actuators is handled in the same way as the failure of sensors. It is achieved by
faking sensor failures when actuators fail and by undergoing the standard procedure of fault
tolerance. Contrary to the recovery action in the local failure mode, global failure is based
on lesion mechanisms. It is of similar semantics as the pain level for sensors. Thus, the lesion
behavior is activated or deactivated according to the levelof lesions. The authors claim that the
fault tolerance approach presented by them can handle individual failures, concurrent failures,
and accumulative failures. In case of sensor failures, these are decalibration, erroneous readings
and permanent failures. The problem with this approach is related to the hardware models
adopted. Since the models are obtained on the basis of experimental data, one cannot count
on them in all conditions. That is, it can be that the sensors behave completely di�erent to
the model even if they are not faulty. Another constraint of this approach is that it is tied to
a subsumption architecture, and it is not clear whether it is extendable to other architectures
or not.

Another approach, which is one of the successful diagnosis applications, is NASA's Remote
Agent Experiment (RAX) [61], [62]. The idea behind the RAX application is a reactive model-
based programming (RMBP) paradigm [63], [10]. There are two main constituents in the
model based reactive control system:A model-based reactive controller, also referred to as
model-based executive, and a reactive model based program, which is executed by the executive.
The approach relies on the concept of executive speci�cationlanguages such as Esterel and
Statecharts. The authors developed a reactive model-based programming language (RMPL)
which not only enables the speci�cation of the execution but also is \state aware" (in the sense

9Consensus processes are similar to monitor processes but are associated with complementary sensors which
are located on the same leg.

10The injury process compares the actual pain level and threshold value for it to identify a sensor to be broken
and informs the virtual sensor about this.
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that it allows a developer to operate on hidden states, i.e. nonobservable or non controllable
states). The output of the RMPL is an automaton with additional states, which otherwise are
hidden, the RMPL itself being composed of two parts:

1. The control program - a collection of standard programmingconstructs to specify the
desired behavior of a system.

2. The plant model - a representation of the plant's nominal behavior, its common states
and transitions.

This modeling formalism is referred to as probabilistic concurrent constraint automata. This
approach to modeling allows to derive an abstract model of a system in form of interacting
components, where the evolutions of the components' nominal state are represented as a prob-
abilistic constraint automaton (PCA). PCA allows to model states, transitions between them
and constraints on variables in each state. A model based program is executed by a model-
based executive. It generates a sequence of actions which takea system to the speci�ed states
and con�gurations goals. The executive is composed of two parts, the control sequencerand
the deductive controller. The control sequencer is responsible for generating a sequenceof con-
�guration goals using control program and plant state estimates. The deductive controller is
meant to estimate the plant's current mode and to issue commandswhich take the system to
the con�guration goals. The deductive controller is composedof mode estimation and mode

Figure 17: The structure of a model-based executive, [10]

recon�guration. Mode estimation tracks the state trajectories of a system and their consistency
with the plant model. The estimation is based on a Hidden Markov Model (HMM) enhanced
with a con
ict directed A* algorithm. The A* helps to reduce the state space of a system
program by enumerating the state trajectories in the order oflikelihood. Mode recon�gura-
tion takes the output of ME, the current system state, and the con�guration goals in order
to compute the sequence of commands which take the system to a con�guration goal through
the most cost e�ective path. It achieves this with the help of, on the one hand, a goal inter-
preter, which it determines intermediate states reachable from the current state and can attain
the goal state while performing this in a cost e�ective way basedon con
ict directed A*. On
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the other hand, a reactive planner is used in this operation, which generates and executes a
sequence of commands which take a system to its goal state. The commands are executed one
at a time and results are con�rmed with ME. There are di�erent varieties of model based ex-
ecutives such as Livingstone, Titan, Moriarty and Kirk [63], [10], [62], [61]. Another approach
which introduces a concept of process monitors in combination with probabilistic models is
presented in [11]. Here the authors use a set of monitors to gatherinformation on the state
of a system. They de�ne the role of monitors as to detect the symptoms, where a symptom is
de�ned as a signi�cant di�erence between an observed state of the world and an expectation
with respect to the nominal model/situation. A monitor informs the decision maker whenever
the monitored condition is met. The monitors are implemented as independent processes using
TCA constructs [64]. A supervisor, which performs diagnosis andrecovery tasks, is based on
Partially Observable Markov Decision Processes (POMD). POMDP is completely de�ned as a
sixtuple of the form

� � (S; A; Z; T; O; R) (8)

where

� S is a �nite set of robot states

� A is a �nite set of robot actions

� Z is a �nite set of robot observations

� T : SxA �! �( S) is the state transition function

� O : SxA �! �( Z ) is the observation function

� R : SxAxS �! R is the reward function

The authors classify possible non-nominal situations and tie them to actions to be performed.
The uncertainty of the decision making process is accounted for by POMDP. Figure 18 depicts
the process of decision making. The problem of this approach isthat one should account for

Figure 18: The structure of a stochastic supervisor [11]

all the possible failure modes which may explode the state space of a problem [11]. The aim
of this chapter was to present di�erent approaches to fault tolerance with an emphasis on fault
diagnosis. We attempted to create a taxonomy for these methods (Figure 11) and relate it to
taxonomies discussed in the subsection on fault tolerance of the previous chapter (Figure 8).
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We reviewed di�erent multiple model algorithms, i.e. FMMA and VSMM and their adaptive
and interactive versions. Additionally, we presented three main categories of representation
formalisms which can be used to implement these algorithms. In addition, the advantages and
disadvantages of each approach were investigated. On the one hand, it would be naive to judge
the state of the art only from the articles we reviewed here. But on the other hand, we believe
that having learnt from past experiences, robotics is currently increasingly adopting approaches
based on probabilistic models. These models seem to be suitable considering the fact that a
robot is a highly dynamic system which often interacts with even more dynamic and uncertain
environments.

The next section will be concerned with Robotic Software Integration Systems (SIS) and
approaches used to make them dependable. We will also conduct an analysis on how various
techniques (including the ones discussed here) to achieve robustness and fault tolerance are
integrated with such systems.

28



4 Robotic Software Integration Systems

As already mentioned Robotics is a discipline where many di�erent areas of research from
computer science and engineering sciences merge. Each of the disciplines has its own share
in forming a fully functional robotic system. But being able todevelop, for instance a good
algorithm or a good controller does not guarantee that the ultimate application is going to
meet the requirements of the end user. One of the challenging and so far unsolved issues in
robotics is the problem of integrating individual applications/functionalities into one coherent
system. For the last decade a lot of progress has been made in this domain. Many di�erent
software systems known as architecture, middleware or framework, have been developed. The
following section is devoted to an analysis of robotic \software integration system"s (SIS) with
an emphasis on dependability, more precisely, on fault tolerance and robustness. Following the
taxonomy provided in �gures 1, 8 and 9, we aim to identify thesedependability attributes and
make a basic evaluation, on how these SIS try to integrate such functionalities. Additionally,
after describing each system we present, if applicable, performance tests provided by the authors
of each respective approach.

We addressed the problem of system analysis by distinguishing the models used in robotics
software on the basis of widely accepted and applied criteria in software architectures. There is
a considerable range of de�nitions on what software architecture is. Some de�ne architecture as
a high-level system design, others just state that it is an overallsystem structure. The following
de�nition by Len Bass et al. we consider to be appropriate and helpful for our elaboration on
robotics SIS [65].

"The software architecture of a program or computing system is the structure or
structures of the system, which comprise software elements,the externally visible
properties of those elements, and the relationships among them".

For a comprehensive list of di�ering de�nitions we confer to [65].
When discussing system architecture, usually a particular view isused in order to depict

how the system is divided into sub-units, how these sub-units interact with each other and how
they map onto underlying hardware etc. The structures utilized to represent the architecture
can be separated into three major groups according to the semantics they delegate [65].

� Module structures - Here the system and its subsystems are seen as a collection of
modules. Into this category fall aspects of system design which address such questions as
how the system is divided into functional modules, how the modules interface with each
other, what the dependency relations between the modules are etc.

� Component and connector structures - Here components and connectors refer to
runtime system models, i.e. aspects of system runtime dynamics arediscussed under this
header.

� Allocation structures - The models which are discussed in this category refer to how
the software is related to nonsoftware entities in its environment (hardware, developer
etc.) and in what �les a particular piece of software is stored during testing, development
and execution.

A similar approach to classi�cation is provided by Ian Sommerville [66]. We consider this
taxonomy to be a more coarse grained approach to the analysis ofsoftware models. We adopted
the latter classi�cation since it already provides a taxonomy for models and their place in the
system organization, control and structural/functional decomposition which are important in
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robotic applications. According to this classi�cation one can distinguish the following models
with respect to the level of abstraction considered.

� System organization level { On this level, the overall setup of a system in terms of
its sub-systems/modules and their relations, services they provide, and the way they are
distributed is discussed. Examples of widely used models on this level are the repository
model, the abstract machine model and the client-server model.

� Subsystem/Module level { Here, we only consider types of modular decomposition
models. The reader may �nd it useful to refer to [66] and [65] forfurther structures and
models which are usually analyzed on this level. There are mainly two modular decom-
position models used to structure a subsystem into modules and assignfunctional respon-
sibilities to them (a) object-oriented decompositionand (b) function-oriented pipelining.

These two perspectives on architectural design usually delegate information on how a system
should be organized \structurally" and do not show how the control 
ow among these structural
units is established. One of the models which can be used to convey such additional information
is a dynamic process model which describes a system during its runtime [65], [66].

Two strategies to system control can be emphasized:

1. Centralized control - here one subsystem is established as the system controller which
coordinates other subsystems. Depending on the execution precedence centralized control
can be sequential or parallel. Two examples are the call-return model, which is only
applicable for sequential systems, and the manager model, whichis usually used for the
design of concurrent systems, but can also be applied to sequentialcases.

2. Event driven control - this approach is usually applied to cases where an application
is driven by external events. The examples for this type of control can be (a) broadcast
model - here an event is broadcast to all subsystems and the one which is programmed to
handle the event reacts to it(b) interrupt-driven model - this model is exclusively used
for real-time system design. Here a particular event is handled by its respective handler.

We summarize the concepts put forward in the taxonomy depicted in �gure 19. We will stick to
this taxonomy when elaborating architectural concepts applied to robotic SIS in the following
analytic sections.
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Figure 19: Di�erent models of software engineering

4.1 Architectures

4.1.1 LAAS Architecture

� General system overview:

{ System model:The organization of the LAAS system is based on an abstract ma-
chine model with three functional layers. The simpli�ed view of the system is de-
picted in �gure 20.
The decisional layer possesses high level autonomy capabilitiesrepresented in terms

of the deliberative planner and event-driven supervisor. It is able not only to gen-
erate a sequence of tasks for execution but also to be reactive toevents from the
lower level. Generally, plans generated by the planner are used as an input resource
to the supervisor which actually controls the plan execution,interacts with lower
level entities and handles events incoming from them. We want to remark that both
LAAS (Section 4.1.1) and CLARAty (Section 4.1.4) have adopted similar concepts
for this layer). The supervisor is also responsible for receivinggoals/tasks from the
user via a user interface. The LAAS planner is based on an IxTeT temporal planner
and the supervisor is based on a Procedural Reasoning System (OpenPRS). In �gure
21 one can see a simpli�ed form of the decisional layer. Authors also claim that the
number of sublayers on this level is application dependent and can be more than one.
But again, each layer is organized in the form of a planner-supervisor pair. We refer
to [12] for such an example. The mediating layer of LAAS, the execution control
level, takes a step further than just serving as a transition between a level of slow
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Figure 20: Overview on LAAS architecture [12]

declarative reasoning and a fast reactive layer. It assures the safe execution of task
sequences delegated by the supervisor from the decisional layerand the handling of
resource/service requests from the functional layer. LAAS implements the executive

Figure 21: The anatomy of a deliberative layer [12]

in form of a request and resource checker, R2C, as it is called bythe authors. Figure
4.1.1 depicts a general view of R2C. As is visible, R2C can be divided into four
major subunits: Input bu�er - the bu�er holds all the requests to R2C from the
other levels of the system. With regard to the decisional layer these are requests to
the services of the functional layer. With regard to the functional layer these are re-
ports on resource modi�cations, service terminations, and handling of inter-module
service requests (in the previous version the functionality ofthis unit was re
ected
by request/reply monitors) [12], [13].

� System state database{ the database re
ects the information on the current,
the past system states and system resources.

� Model checker{ this unit together with the System State database keeps the
system consistent. A model checker performs the required actions according to
the received requests and the current state of the system.
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� E�ector bu�er { all the commands issued by the model checker are queued in
this bu�er which then delegates them to the appropriate receivers and particular
layers.

Figure 22: The composition of the executive level, Resource and
Request Checker [13]

To achieve a higher degree of reliability in the software, theR2C is implemented by
means of the special speci�cation language ExoGen which in ourview o�ers similar
functionalities and can be used for the same purpose as such languages as Esterel
in the ORCCAD system [67], [17], [16] and RMPL in Livingstone [63], [10], [62].
The Functional layer is the encapsulation of speci�c and algorithmic abstractions of
the hardware. These abstractions are represented in the form ofcomponents called
\Module"s [68]. To implement some robot speci�c application,these modules are
combined into a network of communicating nodes which use services provided by
each other. The services are activated and parameterized asynchronously through a
non-blocking client-server protocol. The processing of the requests by a module is
called an activity of the given module. Upon the termination of the processing the
module returns a reply in form of an execution report. When communicating with
each other, modules can only exchange data via posters, a memory region attached to
each particular module. Only the owner of the poster has writeauthorization, other
modules can only read the information present in the posters. Another characteristic
of the module in the functional layer is that the module as an independent functional
unit can handle its own atomic resources and con
icts. To keep consistency in the
implementation model, all modules descend from the base generic module. The
generic module, as depicted in �gure 23, is composed of two major parts:

� The controller - it manages the modules according to external requests. It is
implemented as an asynchronous process which reacts upon requests or internal
events.

� The execution engines- they perform the activities required by the controller.
Each engine is implemented in the form of either a periodic oran aperiodic
process.

The controller and execution engines interact through asynchronous events and two
databases.

� (a) Functional database - it includes all the data relevant to the controlled
module: parameters, results, etc.
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Figure 23: The structure of a generic GenOM module [12]

� (b) Control database - it includes the state of the module activities in form of
commands from the controller and reports from the executionengines. This
database has the same structure for all modules.

The execution model for any module follows the automaton depicted in �gure 24.
(Here the EXEC state is the state where activity processing is performed. For
further details on automaton model refer to [12]). The execution process adopts
an interesting and a very important concept described as the decomposition of the
executable code into non interruptible code parts de�ned ascodels (see the subsection
on Fault tolerance and robustness aspects for details 4.1.1). The high reliability of the

Figure 24: The automaton model of the generic module [12]

software is attained by an automated code generation. All the modules are generated
with the help of the GenOM (generator of modules) tool. The tool requires only a
formal description (speci�cation) of the module to be generated. Authors mention
that the tool does not support veri�cation process yet, though.

{ Control model: Both types of control modalities can be observed. On the level
of modules, it can be considered as centralized, but each module, especially the
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ones which are abstractions of the hardware, most probably pursues an event-driven
model.

{ Modular decomposition model: On the level of sub-systems, LAAS adopts a com-
ponent - oriented approach (i.e. presence of modules on the functional level).

� Fault tolerance and robustness aspects: In this section we are going to list fault tol-
erant features pertinent to LAAS exclusively. For the completedescription of all standard
techniques implemented in LAAS we refer to [12], [35], [3], [13], [69].

On the level of modules LAAS adopts the concept of codels, i.e noninterruptible code
blocks. An activity of a module is the execution of a sequence of such dynamically selected
codels. This form of decomposing an executable code assists in monitoring the program
run and performing recoveries in case of failures. The process of recovery can, for instance,
be based on a backward recovery technique, where the system tries to put itself into a
non erroneous state which is the latest state the system had beforethe occurrence of the
failure. The empty set of codels is generated automatically by only providing a formal
description of a module to the GenOM module generator. Figure4.1.1 shows the internals
of the generator and the process of code generation. We also once more underline that
each module follows the execution model represented in 24, this also assists in monitoring
the system state. The other aspect of LAAS which contributes to the dependability of the

Figure 25: The internal structure of GenOM, and steps involved
in the code generation process [12]

system is the process of safe execution which is achieved with theaid of R2C. We have
already brie
y described the functionality of R2C in the previous section. The important
subunit, in the structure of R2C, which performs inference on whether the system runs
correctly, is the Model Checker (MC). It is represented in theform of an Ordered Binary
Decision Diagram OBDD which is used for model validation. Thisapproach o�ers the
opportunity to check the automaton describing the system state evolution in the view of
safety constraints imposed [13]. Apart from these features, the LAASplanner/supervisor
pair supports all the standard functionalities provided by planner/executive pairs of 3
tiered architectures. We also want to note that the LAAS planner/supervisor approach
is a tighter integration of declarative and reactive system capabilities into one layer. This
also gives more 
exibility in plan execution (refer to CLARAty (Section 4.1.4) for a similar
approach).

� Performance notes: Though LAAS has been implemented on quite a few robotic plat-
forms, we could not �nd reasonable statistical data on its runtime performance apart
from the ones presented here. Runtime performance of R2C subsystem implementation:
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{ Hardware: XR4000 Nomadics, processor Sunblade 100, memory 512 Mb.

{ Program/Algorithm: Ordered Constrained Rule Diagram (OCRD is an equivalent of
OBDD) of depth 17, maximum node traversal number is 13. The optimized version
of the diagram above contains 552 nodes. The OCRD is obtained from compilation of
ExoGen speci�cations containing six binary mutexes between requests, one ternary
mutex and one fail context for a particular request.

{ Measurement Values: Compilation time - 67 seconds including 40seconds diagram
optimization Runtime - traversal time of the decision diagramis app. 50 microsec-
onds

4.1.2 ORCCAD

� General system overview:

{ System model: ORCCAD (Open Robotic Controller CAD) is a development en-
vironment for speci�cation, veri�cation/validation, simul ation and implementation
of robotic applications. It is composed of several speci�c tools,the usage of which
can be allocated across \three" levels. These levels areEnd-User level - on this
level a user is supposed to de�ne the robotic application in terms of pre-speci�ed
\actions". The actions are given in the form of speci�cation and can be implemented
by the use of a specialized, declarative language.Automatic Control level - on
this level, a control specialist maps user de�ned robotic actions into the continuous
control domain. The output of this level is a TCS (Time Constraint Speci�cation)
and a block diagram model for the control laws. The third levelis characterized
as System or Implementation level - at this stage continuous control laws are
mapped into a discreet time domain and are implemented on the hardware. In the
�gures 4.1.2 (a) and (b) the stages of application development and the architecture
of the ORCCAD environment are depicted, respectively [67], [17], [16]. Similarly
to CoolBot ( Section 4.2.4), ORCCAD also adopts a Discrete EventSystem (DES)
concept. It helps to validate and verify programs which havethe system behavior
model embedded in them in terms of automaton. The key conceptin ORCCAD is
the de�nition of robotic action [67], [17], [16]. The complete de�nition of robotic
action is achieved by the use of Robotic Task (RT) and Robotic Procedure (RP).
RT is a representation of an elementary robotic action where automatic control as-
pects predominate but are also merged with the behavior aspects of the underlying
system. RP is composed of at least one RT and considers only behavioral aspects
of the system11. Formally, RT is a parameterized speci�cation of control law. Its
speci�cation includes: the preconditions, the exceptions which can be of three types
themselves, post conditions and temporal properties. The temporal attributes com-
pletely specify RT, and RTs, including these attributes, are implemented in form
of Module Tasks (MT), which can be connected according to a particular topology.
Most of the MTs are periodic computational units which perform computation of
the control algorithms. There are also observer MTs which perform monitoring and
handle preconditions, postconditions and exceptions. The third type of MT handle
non-periodic reactive behaviors and are called Robot Task Automaton (RTA). As
indicated, RPs are similar to sequencer layer procedures basedon RAP/PRS/ESL

11There is a direct similarity between RT and skills; RP and sequencer layer procedures which are in the form
of RAP or ESL constructs in layered architecture.
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Figure 26: The three developmental phases (a) and architecture of
ORCCAD (b) [14], [15]

and follow similar semantics of usage. That is, RP speci�es a structured, logical and
temporal arrangement of RT in order to achieve this goal. So formally, RP can fully
specify an application. The operational semantics of RP are de�ned by translation
into the Esterel synchronous language. This situation also allows utilization of con-
structs which express parallelism, sequence, conditions and iterations. The usage of
synchronous languages also assists in the veri�cation process, because the system
behavior models are directly expressed in the program itself. ORCCAD uses the
Esterel and Mauto veri�cation tool for logical veri�cation and the Timed-Argos in
combination with the Kronos tool for temporal veri�cation. In �gure 4.1.2 (b) one
can see the precedence of the veri�cation process. In �gure 4.1.2 (a) the architecture
of RP expressed in Esterel is shown. For detailed information confer to [67], [17],
[16]

{ Control model: The use of synchronous languages makes it relatively simple to
implement any control model. On the level of RP, some featuresof centralized
control can be observed, whereas on the lowest, RT level, event-driven control is
emphasized which is logical if the system has to be kept reactiveand "real-time".

{ Modular decomposition model: The use of RT can be considered as a component-
oriented or object-oriented model.
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Figure 27: The achitecture of RP in Esterel (a) and the order of
steps in the veri�cation process (b) [16]

� Fault tolerance and robustness aspects: Being targeted at the development of ap-
plications for real-time and safety critical systems, ORCCAD heavily emphasizes the
reliability of the �nal application. This is achieved by uti lizing a V&V (validation and
veri�cation) process for the application development. ORCCAD environment supports
automated code generation, test and simulation of the software. The system also pro-
vides such features as the evaluation of the underlying hardware for the feasibility of
"real-time" application support. In addition, it helps to suitably map generated MT on
the set of available hardware resources. The tools may generatea proposition for mapping
or interactively verify the load distribution. For instance � gure 28 shows such a process.
Apart from these features, there are also means for fault tolerance on the application

Figure 28: Task allocation in ORCCAD [15]

level, namely on the level of RT and RP. When specifying RT, theuser is required to list
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the exceptions it is expected to handle. There are three levels of handling exceptions.
Type 1 - an exception is handled via modi�cation of at least oneparameter of the control
law, RT. Type 2 - an exception requires instantiation of new RT, the RT which cause the
exception are destroyed and the cause of it is reported to the level of RP. That means,
type two exceptions are handled by RP. Type 3 - an exception isconsidered fatal and
the application is put on safe mode. Again, we want to point to the similarities between
these exception handling capabilities and the ones o�ered bythe 3T type of architecture
(Section 4.1.5). The robustness of the applications based on anORCCAD development
environment depends on whether there are planning, learning and other high level au-
tonomous reasoning capabilities.

� Performance notes: We could not �nd any performance evaluations of applications
based on ORCCAD. But there were some tests performed by the authors themselves
in order to evaluate two of the tools of the environment, namely the Argos compiler
(Figure 29 (a)) and the Kronos veri�er (Figure 29 (b)). The table contains information

Figure 29: Evaluation tables for Argos (a) and Kronos (b) compilers [17]

on the automata models of the �nal system. Here "Main" stands for acomplete program
automata model associated with a RP describing controller, and"Reduced" stands for a
simpli�ed version. For detailed information confer to [67], [17], [16]

4.1.3 RA and Livingstone

� General system overview:

{ System model: Remote Agent (RA) architecture is a software system which was
developed for autonomous spacecraft missions at NASA. Such missions,being cost
critical, should be highly reliable and suitable for long termperformance in the
presence of limited onboard resources. We present some architectural, design and
implementation considerations which enable a system to meet its constraints.
RA is based on a 3-layered abstract machine model which is quitesimilar to the one
of the 3T architecture. The highest layer is the Planner/Scheduler (PS) layer, which
is responsible for high level autonomy such as planning and resource scheduling
to meet all the goals in the presence of limited resources. The second layer is the
Executive layer. RA's executive is based on the Execution Support Language (ESL).
Its main task is to interpret the declarative model provided by the PS into lower
level commands, while at the same time providing for their robust execution over
extended periods of time. The third layer is a model-based mode identi�cation
and recon�guration (MIR). The MIR component is based on Livingstone which is a
reactive model based executive. The main tasks of the MIR are the diagnosis of and
recovery from adverse events. In �gure 4.1.3 (b) RA integratedwith other onboard
software of a spacecraft is shown, and �gure 4.1.3 (a) depicts its internal construction.

39



As can be seen from �gure 4.1.3 (b), apart from the three constituents presented

Figure 30: The architecture of the Remote Agent (a) and its inte-
gration with other on board software (b) [18], [19]

above, there is a module called Mission Manager (MM). As alreadyreferred to, space

ight missions take place with speci�c goals and the amount of the resources is just
enough to ful�ll these goals. That is why any inappropriate use of the resources
during speci�c mission intervals may lead to their inadequacy for the rest of the
mission period. RA addresses this problem via MM. When MM extracts goals of
an upcoming phase of the planning, it at the same time extracts information on
constraints associated with the next way point (one of the mission's milestones).
This information contains the amount of the resources required to attain the next
round of the mission. By introducing these constraints into a generated plan, MM
guarantees coherence between the short term plans and the long term goals [61],
[19].

{ Control model: There is no clear preference of one control model. Both centralized
and event-driven schemes can be observed. Also, we have to note that each layer is
designed to cope with the concurrent evolution of the system's states.

{ Modular decomposition model: Entities are not only separated structurally but
also functionally. Each speci�c layer can be considered to use a function-oriented
pipeline model.

� Fault tolerance and robustness aspects: RA was designed from the beginning with
fault tolerance and robustness in mind. At the core of the MIR layer is Livingstone, a
model based executive. It receives model based programs (aka an executable speci�cation,
speci�ed in the reactive model based programming language (RMPL)12 which is similar
to Esterel and Statecharts) and tries to follow the behavior ofthe automaton embedded
[19], [63], [10]. The MIR component is composed of two parts - mode identi�cation and
mode recon�guration. The mode identi�cation (MI) module provides such functionalities
as Mode con�rmation, that is, it con�rms to the executive that a particular command
has been successfully completed. It also detects anomalies by identifying observed space-
craft behavior that is inconsistent with the nominal one. It also performs diagnosis and

12We already discussed reactive model based controllers such as Livingstone. For details on the topic refer to
Section 3.
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Figure 31: The internal structure of the reactive controller, Liv-
ingstone [19]

isolation of faults. Apart from this, MI sends observation data on the state of interest
to the executive, allowing it to monitor the execution of process. While most of the
functions performed by MI are \observation" related, the Mode recovery (MR) module
ful�lls \control" related tasks in the sense that it assists the executive in commanding
subsystems (hardware). One of the main tasks it performs is mode con�guration, placing
the spacecraft in the lowest cost con�guration that leads to thedesired behavior. It is
also responsible for moving a system from a failure mode into a failure free mode either by
repairing the component which caused the failure or by recon�guration. If it cannot per-
form any recovery actions, it will put the system into the standbymode until it receives
further guidance from the higher levels. The robustness of the system comes from its
planning and executive capabilities. Apart from the standard actions, i.e. re-planning,
recon�guration of the reactive plans etc, RA's planner-executive pair implements the
concept of \Replanning with degraded capabilities". As components age, their reliability
drops rapidly. Once failure occurs and the executive is noti�ed, it passes this piece of
information to PS so that the later may keep track of this condition in the generation of
future plans. Additionally, the combination of MM and PS contributes to the robustness
of the system. For more detailed information on the RA experiment (RAX) and the Deep
Space 1 (DS1) mission we direct the reader to [19], [70].

� Performance notes: According to the results of the DS1, as provided by the authors,
RA implemented in Lisp showed the following computational characteristics.

{ Memory requirements: 32 Mb peak value and 20 Mb on average

{ CPU requirements: RA was run on "low priority" level; CPU loadwas 20% when
the planner was idle and 45% when all three levels were running.

{ Plan generation time: depending on the complexity of the plan from 50 to 90 minutes.

{ Telemetry: 10 bits/sec on average (includes information on plan execution, genera-
tion progress and diagnostic data by MIR)

{ File foot print: 140 Kb for support �les, additional 100 Kb for stored plans on
average, 4 Mb for compressed binary executable �le, and 1Mb forlog �le purposes.
This information is taken from the 1999 experiment results.
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4.1.4 CLARAty

� General system overview:

{ System model: CLARAty is a new attempt by the NASA to create a suitable
robotic software integration system which can be used in space missions and ensure
their success and cost e�ectiveness. CLARAty, on the system level, isorganized as a
2 layered abstract machine. The top level is a Decision layer which encapsulates both
planner and executive functionalities of a standard 3 tieredapproaches. The Decision
layer includes such de�nitions asGoal Net - the conceptual decomposition of the high
level objectives into their smaller constituents,Goals - speci�ed as the constraints
over a state, andThe Line - the conceptual border between the functional and
the decisional layer, which can be moved to di�erent levels ofgranularity according
to the application requirements. There are also such concepts as Command, Task
and State. For the full list and respective descriptions of each item confer to [20],
[71]. The second level is the Functional layer which is responsible for interfacing all
platform hardware and using its full capabilities/resources. All objects in this layer
have basic functionalities, which can be accessed from within the functional layer
or decisional layer. In addition, capabilities for local planning and resource usage
prediction are present for the components of this layer. The authors de�ne three
main types of abstractions on this level. These are

� Data structures { classes that handle data transformation and storage and pro-
vide the extended interfaces for communication between thePhysical and func-
tional classes;

� Generic/Specialized physical classes{ de�ne the structures and behavior of phys-
ical objects, also of active ones;

� Generic/Specialized functional classes{ de�ne interfaces and functionalities of
the algorithms.

Why does CLARAty have a 2 tiered and not a 3 tiered system organization? The
key to the answer is the de�nition of the 3rd dimension of the system organization as
depicted in �gure 32(a) In the standard 3 tiered approaches the goal-driven planner
layer and the event-driven reactive executive layer treat each other as black boxes.
Each tier also uses di�erent representation formalisms for its domain models. Au-
thors claim that in most cases such separation limits the 
exibility of the system
and makes it hard to keep consistency between the models used [20], [72], [73], [71].
Sometimes it would be bene�cial, if the event-driven behavior was present on the
higher level of granularity and the goal-driven one on the level of reactive plan execu-
tion. For example, in some situations it might be desirable thatthe planner tracks
resource usage of low-level activities. Whenever the executive proposes modi�ca-
tion in the plan execution, the planner may re
ect on this information immediately
and try to optimize resource usage without endangering futuremission goal require-
ments. In addition, in the black box approach to the \Planner-Executive" pair, the
planner freezes its activity at some point in time and the sequencer is left on its
own to perform optimization and make decisions, which it cannot perform as well as
the planner, whenever some non-nominal situation occurs. Froma decisional layer
perspective, the term granularity (granule refers to the sizeof the entity) maps to
the activity time-line and is strongly correlated with the system granularity of the
functional layer. This situation also allows the functional layer to access higher level
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(a) Three dimensional perspective for analysis of
robotic architectures.

(b) Example of an object hierarchy and its represen-
tation with respect to three dimensions introduced.

Figure 32: Architectural dimensions [20]

granularities such as planning capabilities. Further elaborating, the decisional layer
is composed of a CASPER planner and an executive based on the Task Descrip-
tion Language (TDL). Figures 33(a), 33(b) and 33(c)represent di�erent methods of
integration of these two functionalities into one layer. Each instantiation depicted
has speci�c functional attributes pertinent to it. For instance in �gure 33(b) the
executive and the planner treat each other as black boxes, i.e. equivalent to repre-
sentations pursued in 3 layered approaches.

{ Control model: CLARAty emphasizes both types of control models. On the low-
est level, physical components function as subsystems which delegate information to
the hardware and broadcast it to the higher levels. On the levelof the compound
components, which can be composed of loosely coupled entities, the manager model
is followed. At the same time, the overlap between the decisional and the func-
tional layer enables the decisional layer to make direct requests to the lower level
granularities.

{ Modular decomposition model: In CLARAty, the subsystems are decomposed
into components and objects.

� Fault tolerance and robustness aspects: CLARAty o�ers a broad variety of low
and high level means for fault tolerant and robust system performance. We are going
to emphasize the most notable ones, for the complete list confer to [20]. All physical
and functional components have an internal structure similarto the one depicted in
�gure 34. As can be seen, each component may contain a state machine to model and
monitor the behavior of state evolution and it may contain local estimators for state
variable estimation or it can be connected to external estimators, which we consider to
be an important attribute if one wants to implement diagnostic and recovery capabilities.
The presence of external StateHandler objects also enables themonitoring of a set of
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(a) A tight integration of decision and executive layers. (b) Black box relation of decision and execu-
tive layers.

(c) An integration of planner and executive as one library.

Figure 33: Decision layer: planner and executive integration approaches [20]
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component variables from outside. Each component is an independent entity with a
basic functionality for atomic resource and con
ict handling, execution and sometimes
even planning capabilities. All local con
ict conditions arising are �rst handled on the
component level and then further delegated to the higher levels in case the component
can not cope with the failure. The components also provide resource usage predictions
or state information on requests of the Decisional layer. Each component has a test
class which enables to test its functionality before deployment. The functional layer also
provides veri�cation and simulation classes. The veri�cation class carries out a series of
tests and generates a report on the results. Robustness in application is achieved by the

Figure 34: Internal structure of a component [20]

planner and executive pair. The method of their integrationdictates the way external
adverse situations are handled. The introduction of \The Line" concept, i.e. an abstract
boundary between functional and decisional layers, also enhances the 
exibility of the
way adverse conditions are handled. In addition to the above mentioned functionalities,
the framework (as authors sometimes refer to CLARAty) provides classes implementing
probabilistic state estimation techniques, which can be used to increase the robustness of
some speci�c functionality of the robotic system. For detailed information on each of the
discussed items confer to [20].

� Performance notes: Several experiments have been conducted on such robotic plat-
forms as the NASA Rocky Mars rover series, the PDM rover mockup andFido. But we
could not �nd any runtime performance reports on these experiments. Some statistical
data: app. 400 modules in repository, app. 1.3 million lines of C++ code VxWorks,
Linux, Solaris OSs adaptations for Rocky 8, FIDO, Rocky 7, ATRV, K9, and Pluto.
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4.1.5 3T

� General system overview:

{ System model: In the mid 1990s after it had become clear that behavioral sys-
tems alone cannot perform complex tasks, researchers put a big e�ort on combining
achievements of both traditional AI and behavioral approaches into one system which
should be capable of complex reasoning while being reactive. The result of one of
such e�orts was the NASA 3T architecture [74], [21], [75], [76],[77], [78]. 3T is based
on an abstract machine model with three interfacing layers, each layer being able
to access only the interfaces/services of the underlying layer(there also exists a 4
layered version of 3T which is used with Life Support Systems. There the 4th layer is
an Interaction Layer). The top layer is a high level reasoninglayer also referred to as
decisional layer. It is responsible for high level autonomy andin most cases encapsu-
lates long term planning capabilities (high computationalalgorithms). For this layer
3T uses an Adversarial Planner (AP). In order to be able to combinethe abstract
and long term algorithmic capabilities of the decisional layer with the reactive layer
(sometimes also called skill or behavior layer), the mediatinglayer which is usually
referred to as sequencer or mediator was introduced. The purpose of the sequencer is
to achieve smooth transitions from the computationally expensive high level to the
fast low level by minimizing the a�ect of the planner's search domain space and its
time requirements on the runtime performance of a robotic system. This approach
enables the system to be still reactive in the presence of the planner. There are two
major approaches to the implementation of the sequencing layer: the universal plan
and conditional sequencing. Most of the current systems use the latter approach
based on special purpose procedural languages (ESL, RAP, PRS, REX/GAPPS).
In 3T the sequencer is implemented by reactive action packages (RAP). The third
layer is a reactive layer which contains a library of low level skills/behaviors, which
are usually implemented in form of fast and simple executables [74], [21], [75], [76],
[77], [78], [22]. The layers run asynchronously and communicate with each other via

Figure 35: 3T architecture Figure 36: 3T architecture with the user
interface layer [21], [22]

a TCP/IP protocol.

{ Control model: There are some features of centralized control observable, i.e. when
each tier delegates commands or information to the top tier and vice-versa. On the
skill level, in order to maintain the reactivity of the system, an event-driven approach
is pursued.
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{ Modular decomposition model: On the one hand, there is no clear model of
structural decomposition of the system into subsystems. Here the separation of
units is performed according to their functions. On the otherhand, each layer can
be considered to adopt some speci�c decomposition model, though, for instance the
skill tier can be considered to employ component-oriented decomposition.

� Fault tolerance and robustness aspects: Being designed and used for space robotics
and space related missions such as Advanced Life Support System (ALSS), 3T o�ers a
wide scope of high level and low level failure handling capabilities. It adopts a concept
of \fail cognizantly" introduced in [79] on each level. In the ALSS application 3T was
upgraded with a GSR (Generalized Scheduler/Rescheduler) module. GSR receives plans
from the planner which include information on required tasks,potential resource use,
precedence of tasks and time constraints. Then it generates a detailed schedule with
exact start and stop times for each task and corresponding resources. Whenever some
disrupting event occurs the rescheduler repairs the previously generated schedule. On the
skill layer fault tolerance can be seen in the ability to observeand monitor the frequency
variable of each skill. This variable de�nes the number of times per second a particular
skill is expected to run. Also, each skill can notify the sequencerwhenever it fails to reach
the state it is supposed to reach. In the Advanced Water Recovery System (AWRS) ap-
plication, 3T skills were upgraded with the ability to be aware of loss of communication
with the executive layer. This was achieved by using watchdogtimers. Whenever the
time limit was reached, the skills would put their subsystems, i.e. the hardware they are
responsible for, into a protected safe mode. In the framework ofthe same application,
3T was modi�ed to include a complex event recognition subsystem, which recognizes the
structure of the anomalies and tracks them in logged data. Another feature is a logging
state of the system every 30 seconds and restarting skills according to this information.
Also, each skill checks the state of the hardware, before commanding it into some partic-
ular mode. Apart from these capabilities, an automated skill generation is also provided
for. This process requires a de�nition of skill input and output speci�cation. In addition,
there are tools which perform a V&V process. On the higher levels(decision-sequencer
pair) failure/exception handling can be seen as the robustnessto external adverse events.
In this respect, 3T o�ers planning and supervision capabilities. The AP planner can
reason about uncontrolled agents, such as a human working in thesame environment as
the robot and take this condition into account and negate itsunexpected in
uences by
upgrading the plan preconditions. For instance, in the ALSS application some features
were implemented into the planner to guarantee human safety.The sequencer layer can
also handle non-nominal situations. It solves such problems by recon�guring skills, reset-
ting the skill manager and performing a recon�guration on theRAP level. If none of the
approaches work, the problem is delegated to the planner, which either has to modify the
plan or create a new plan. Another notable approach of 3T to achieve safety are vari-
able levels of autonomy embedded in each RAP. This characteristic allows three di�erent
modes of system activity depending on the situation: tele-operated, semi-autonomous
and completely autonomous. For further information confer to [74], [21], [75], [76], [77],
[78].

� Performance notes: According to an analysis performed by the authors during Phase
III of the experimental ALSS system development the skills operated at 2-25 Hz, the
sequencer at 0.05 Hz, and the planner at 0.01 Hz. The frequenciesdepend on the response
time required to react to the dynamics of the subsystem under control. In the AWRS
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project the resulting software performed for 98.75% of the testperiod (6684 of 6768
hours) unattended, averaging to 6h/month of downtime. These values are obtained from
a scenario during which the intelligent control system had to handle around 200 sensors
and actuators.

4.2 Frameworks

4.2.1 Player

� General system overview:

{ System model: The Player system is one of the widely used software packages in the
robotics community, mostly due to its simplicity. The Player adopts the concepts
of the operating system, such as treating hardware as �les (as UNIXsystems) and
separating interfaces from hardware speci�c drivers. Player does not impose any
architectural constraints; it is rather a framework for development of robotic appli-
cations. It is referred to as a device server, in some articles itis called a protocol
[23], [80], [81], [82], [83]. Player is implemented as an asynchronous multithreaded
server. Since it is based on a client-server model of distribution, there is a clear
distinction between programs of the client side (often user developed programs in
the form of robot controllers etc.) and the programs of the server side (in most cases,
these are programs interfacing with the hardware and being encapsulated into the
Player server). A main thread listens to client side connections and spawns threads
whenever the client program asks a service from some speci�c device. Each device
(device program) has its own thread of execution. As can be seenfrom the �gure
37 the threads communicate via a shared global address space. Each device has
an associated command and data bu�er. Whenever the client needs to access some
speci�c device, it sends a command which is queued in a command bu�er and then
read by the device. The same applies to the data bu�er: The device writes the data
to the bu�er and the client side program reads it. Since Playerdoes not implement
any device locking mechanism whenever multiple clients are connected to a Player
server, one can overwrite the commands of other clients. This applies to commands
and data (it is noteworthy to mention that data and commands are implemented as
asynchronous one-way continuous streams) but not to con�guration requests which
can be used to access speci�c hardware features (this mechanism is implemented as
a two-way synchronous request-reply interaction). Player uses a TCP protocol to
establish communication between clients and server. Two modesof communication
are supported - PUSH as well as PULL models. The authors did a comparison with
an ISO/OSI reference architecture. Judging from this, Player uses the TCP as a
Transport Layer which implements the character device model. The Player Protocol
forms the Session Layer, de�ning the semantics of the packets moved by the Trans-
port. The client libraries form the Presentation Layer, converting data into a format
appropriate for the Application Layer's speci�c language andarchitecture. Starting
from version 2.0, Player is going to use an XDR library to handle the representa-
tion of platform independent data types. Also, this new version of the framework
is divided into two libraries, the core functionality and the transport layer. The
reason for and advantage of this separation is a greater 
exibility in the choice of
transport mechanisms. Authors also intend to combine Player withsuch middleware
as CORBA and JINI.
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Figure 37: Player architecture [23]

{ Control model: It is not clear which model of control is emphasized in Player.We
can only assume that since the framework is based on a character device model, the
programs are constrained to polling devices for data, which makes it likely that a
centralized control model is used.

{ Modular decomposition model: The model used for decomposition is component-
oriented. A clear distinction is made between drivers and their interfaces they im-
plement.

� Fault tolerance and robustness aspects: Though the Player project has been ac-
tive for quite a long time, there have been no considerable developments to improve its
fault tolerant capabilities. One of the features which can beaccounted for is the \lib-
playererror" library, which can be used to perform error reporting. Also, there are some
procedures to perform thread locking in order to avoid con
icts. From the perspective
of robustness, it should be possible to implement planning, learning, state estimation
or similar functionalities for an application based on Player. In the future the authors
want to implement a \resource awareness" attribute, i.e. enable the programs to perform
resource discovery and change their behavior according to theavailability of resources.

� Performance notes: As the authors state, Player provides data at a constant rate. This
condition imposes an average delay of half a cycle on all data,in addition to network-
related latencies. Since Player is designed to support update rates in the range of 5-100Hz,
the data delay can range from 100-5 ms. The other limitation isthe character device
model, which constraints clients to polling hardware. This condition is not favorable for
low level interrupt driven devices. According to the scenario presented in [80] it can be
concluded that Player performs well at moderate frequencies, in the range of 10 Hz, and
with a number of connected clients being approximately ten.
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4.2.2 ORCA

� General system overview:

{ System model: ORCA is a component-oriented software system. It is a framework
and does not constraint users with regard to particular architecture. Authors claim
that their target was to create a modular and reusable SIS for robotics. Following
from this, several building constitutes of the system are de�ned.

� Object { an abstract de�nition of data which is communicated among compo-
nents. It knows how to handle marshaling/unmarshaling, encoding and other
low level network primitives. Examples for objects are Point, Pose and Laser-
Scan. The following attributes are included in the objects: origin - a string
name of a component which generated the object, creationTime - a timestamp
relating when the object was created.

� Communication patterns { abstract rules on how to communicate data among
components. There are three types of communication patternsin ORCA. A Push
pattern is used when one component transmits data to another component. A
Pull or Query pattern is used when a component needs to make a one-time
request of data from another component. The Send pattern is similar to the
Query pattern but the receiver does not have to request in advance.

� Transport mechanism{ a method for physically transporting data/objects. Ex-
amples are CORBA (TCP/IP protocol), Socket (TCP/IP protocol) and CRUD
(UDP/IP protocol) [84]. Starting from version 2.0 ICE middleware is also sup-
ported for this purpose.

� Component { an implementation of algorithms or hardware interfaces. Itcan
be composed of several classes and can be implemented with the knowledge of
objects and communication patterns. It can have its own thread of execution
and is independent of the transport mechanism and of other components. All
components are de�ned to be equivalent. In ORCA, a component is de�ned as
a binary unit of deployment and all its con�guration is performed via an XML
�le. There is one XML con�guration �le per component. The full behavior of a
component is completely speci�ed in this �le.

Since components are processes with speci�c ports attached to them, they commu-
nicate with other components via these ports. Ports may have some attributes, for
instance, how to behave when some data packet is received. In anORCA compo-
nent, ports can perform such behaviors like NOTIFY, PROXY or BUFFER [84],
[24], [85]. Also, components can communicate only when their interfaces match. In
the �gure 38 one can see a three-layered architecture application based on ORCA.

{ Control model: Since ORCA is a component framework. There is no clear distinc-
tion which control model the framework emphasis most.

{ Modular decomposition model: ORCA is a component oriented SIS.

� Fault tolerance and robustness aspects: There are no explicit fault handling ca-
pabilities apart from the ones inherited from the underlying middleware. Some simple
condition checking for the result of the work done is performed. If the activity has failed
to achieve its targeted result, a cleanup is initialized. Apart from this, the framework
also o�ers some dynamic recon�guration capabilities on the application level. Dynamic
recon�guration is performed by using a "Send" pattern. The components send a string
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Figure 38: An implementation of three tiered architecture using ORCA framework [24]

containing the names of other components which can provide the same services. Since
there is not much information on ORCA2, we can not decide whether new features an-
swering these issues have been implemented.

� Performance notes: We could not �nd any information on any experimental evaluation
of the system runtime performance.

4.2.3 MIRO

� General system overview:

{ System modelMIRO uses an abstract machine model, i.e. the system is divided into
several distinct layers, as depicted in �gure 39. The higher layers can only access
the lower layers via their interfaces. In case of MIRO, these layers are:

Figure 39: Overview on MIRO architecture [25]

� MIRO device layer { this layer provides classes to interface hardware and ab-
stract the low level hardware details This classes enable accessto hardware
resources via simple procedure calls.

� MIRO service layer { this layer provides service abstractions for sensors and
actuators by means of the CORBA interface de�nition language (IDL). These
services are implemented as network transparent objects/CORBA objects. The
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classes in this layer present the sensors and actuators as genericservices. For ex-
ample the RangeSensor class de�nes functionality common to the sensors which
return range readings such as sonars, lidars and other type of range �nders.

� MIRO framework layer { on this level functional modules speci�c to robotics
are provided. Examples are mapping, localization, path planning and similar
facilities.

For communication purposes MIRO relies on a TAO middleware C++ implemen-
tation of the CORBA standard. Subsystems/Objects communicate according to a
client-server model, which is an example for a distribution model. With respect to
the time properties both synchronous and asynchronous modes of communication
are utilized. The system also supports event driven communication. Both push and
pull models are used [25], [86], [87]. A comprehensive overview on the layout and
accessibility of each respective layer is depicted in �gure 40

Figure 40: MIRO Layer layout and accessibility [26]

{ Control model: Though it is not clear what control model MIRO utilizes, it seems
that it emphasizes an event-driven model. For this purpose a noti�cation service of
the underlying middleware is used.

{ Modular decomposition model: MIRO pursues an object-oriented model for sub-
system decomposition, i.e. each service or functional unit is provided in the form of
CORBA objects.

� Fault tolerance and robustness aspects: MIRO does not provide any explicit fault
tolerant capabilities on the system level, not considering theones provided by the un-
derlying middleware and the operating system (resource management, con
ict resolution
etc). There are some exception handling capabilities apart from the ones provided by the
underlying middleware, though, and there is a list of MIRO exceptions which indicate
hardware problems, service call failures or malfunction and load problems. In addition, a
post- or predevelopment phase capability which may improve reliability of the software is
a so-called \logging service" with several levels of noti�cation. To increase the reliability
of the software and minimize the number of errors, a partially automated code genera-
tion is provided. This comes automatically when using the IDLcompiler, which helps
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to generate all the code for the communication and underlying middleware services. But
again, most of the features mentioned are not part of the SIS itself but rather facilities it
relies on. As de�ned in 2.4 robustness can be considered as the superset of fault tolerance
and de�ned as the capability of handling adverse external conditions. The use of a BAP
(behaviors, action patterns, policy) framework can contribute to the robustness of the
applications based on MIRO. The BAP proposes ways of combining simple behaviors to
form complex ones. The principle used for creating complex behavior hierarchies is simi-
lar to the �nite state machine (FSM) principle, represented in�gure 42. Action patterns,
represented in �gure 41, are composed of behaviors and \guards"which can notify about
some external event. Apart from this, the authors claim that a dynamic recon�guration
of policies is possible. This feature also may contribute to robustness. On the other hand,
there are no implications whether it is possible to implement any planning or learning
capabilities.

Figure 41: Action pattern [25]

Figure 42: Action patterns organized in behavior hierarchies [25]

� Performance notes: Hardware: Robotic platform hosting motor controller board at-
tached to PC with 1 MHz CAN bus. Motor controller can return odometry readings at
100 Hz. Program/Algorithm: A basic response test, which is composedof issuing a motor
command and waiting for odometry reading, was conducted. The test was performed in
three implementations. (a) Direct calls from MIRO device layer (b) Polling, using CORBA
method calls (c) Event - based, using CORBA event channels. Test measurements: The
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table in �gure 43lists the results obtained for each approach.Each implementation is run
twice for 100 iterations [88].

Figure 43: Miro performance evalution table
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4.2.4 CoolBot

� General system overview:

{ System model: CoolBot as a component-oriented system does not impose any par-
ticular architectural constraint for system integration. The design concept of the
components is driven by a Discrete Event System approach. Eachcomponent is
modeled as Port Automata. This approach to software distinguishes interfaces (in-
put and output ports) and the internal functionality (event driven state machine)
of the component. To build up more complex and functional systems smaller com-
ponents, termed \atomic", can be combined with bigger components, termed \com-
pound". Both types of components comply with the model of port automata [27],
[89], [29]. This facilitates the development of modular software from reusable units

Figure 44: CoolBot port automaton component model [27]

of deployment. CoolBot also introduces the notions of anytime \controllable" and
\observable" components. To be externally observable and controllable each com-
ponent de�nes observable and controllable variables which can be read or written
by other components through special purpose ports called \default ports". Inter-
nally, all components have a common embedded structure, a \default automaton".
A default automaton contains all possible control paths for the given component.
Like in a class in an object-oriented language, not all states (only public methods
in a class) of the default automaton are accessible externally. These states { ready,
running, suspend and dead { are known as controllable states of the component.
Any automaton contains the state \running" as can be seen from �gure 45. This
is a pseudo state which may contain several other states, and all component spe-
ci�c functionality is implemented in this state. Being a pseudo state, \running"
may also contain automaton, termed \user automaton" [27]. Units communicate by
transferring data, which are called \port packets" via port connections. One can
di�erentiate two types of port packets depending on the typeof information car-
ried: event packets - to signal occurrence of an event - and data packets - to carry
information. Each port can transmit a speci�c type of data packet. CoolBot also
supports various connections. Here we list just some of them.

� Variable connection
� Poster connection
� Tick connection
� Last connection

For more elaborate information refer to [27]. These connections implement two
distinct communication models, i.e. a push and a pull model. From the tempo-
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Figure 45: A state machine representation of the internal functionality of a component [27]

ral perspective synchronous and asynchronous communication modes are supported.
The system can also be used for distributed applications. It supports the implemen-
tation of a client-server communication model. Each component has capabilities of
standard middleware to achieve various forms of transparency(access, location etc).
For instance, in order to achieve independence from the underlying hardware, an
XDR (External Data Representation standard) library is used formarshaling and
unmarshaling activities. As a side remark it should be mentioned that this library
is also used in Player 2.0 [90] for the same purposes.

{ Control model: As dictated by the DES conceptm the system relies on an event-
driven control model. But also some aspects of centralized control can be observed.
For instance, compound components contain a automaton/statecalled \supervisor"
which coordinates and controls the functionality of the whole unit. This supervisor
also follows the afore mentioned model of the default automaton.

{ Modular decomposition model: The CoolBot approach is based on component-
oriented decomposition.

� Fault tolerance and robustness aspects: Two core aspects of the CoolBot can be
accounted for fault tolerance capability: Exception handling and adaptability. Exceptions
are handled �rst on a local level. Each component contains a list of exceptions it can
detect and respective "continuity plans" to pursue in case an exception arises. When
a component detects an exception which it fails to handle, itswitches to the \running
error" state and delegates the exception to the supervisor higher up the hierarchy. The
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Figure 46: Structure of a compound component [28]

supervisor can handle this exception via one of the continuityplans or by substituting
this component by another with an equivalent functionality. The modules where con
icts
were detected will be put into recovery queue and restarted periodically to see whether the
error persists. If after a distinct number of reboots the error still persists, the component
is deleted and restored to the state it was in, before the exception arose. The approach
utilizes a combination of backward error recovery and redundancy. CoolBot o�ers a set of
policies to achieve a graceful degradation and performancerecovery of the system. This is
achieved by modifying the component's controllable variables, which can be responsible for
the operating frequency of the component, its maximum response time and its execution
priority. The actions which can be taken are threefold:

1. Degradation - reducing computational loads,

2. Promotion - recovering from the degraded situation,

3. Equalization - a uniform load distribution.

Apart from this, the system o�ers automated code generation which only requires compo-
nent speci�cation as an input to a special compiler [27]. Applications based on CoolBot
may gain in robustness via implementing planner or learning modules. But there are no
explicit notes on such capabilities.

� Performance notes: We could not �nd any performance measures for the applications
using CoolBot. The author claims that the system relies on threading mechanisms of the
underlying OSs (supported OSs are Windows and Linux versions) and that the system is
not meant to be real-time. The modules communicate using a TCP/IP protocol suit.
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Figure 47: Component code generation process [29]

4.2.5 IDEA

� General system overview:

{ System model: IDEA (Intelligent Distributed Execution Architecture) is a software
system which enables the development of agent based architectures. Its authors sug-
gest that applications, for instance a three layered architecture, can be implemented
as agents which are responsible for each layer respectively. Allagents possess the
same formalism of representation, i.e. model semantics and representation primi-
tives. Each agent relies on its own planner, plan database, model and plan runner.
These constituents form the IDEA virtual machine which is at the core of each agent.
Figure depicts the anatomy of an IDEA agent. The agents communicate with each
other through an IDEA communication wrapper/Agent Relay (AR). The function of
the AR is to maintain a procedure execution context, to send messages that initiate
execution of procedures by other agents or receive goals which are treated as tokens
by the receiver agent. Token is de�ned as a time interval during which the agent
executes a procedure

P(i 1; : : : ; in �! m1; : : : ; mk �! o1; : : : ; om ; s) (9)

where arguments arei i - input, mk - mode,om - output and s -status variables. For
more information on procedures and tokens refer to [18]. Theagents can communi-
cate with several other agents at a time, either to be controlled by them or to control
them. The form of communication depends on the communication services of the
underlying middleware. For this purpose, IDEA uses TAO CORBA and IPC, the
inter process communication package from CMU. The communication formats are
de�ned by the agent's Model. It describes the procedures which can be exchanged,
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Figure 48: System architechture of the IDEA virtual machine [30]

their precedence on execution timelines (threads) and the procedure arguments to be
determined before the results can be communicated to other agents. The unit which
dictates the IDEA agent's functionality is the Reactive Planner (RP). It is a control
engine which generates procedures to be executed, given their execution context and
the model of an agent respectively. RP communicates with AR in order to perform
execution context updates and with the Plan Database (PD) in order to synchronize
the information on the agent's state variables. The PD is organized in form of par-
allel timelines, one for each state variable. These timelines represent the evolution
history of each state variable in form of a sequence of tokens generated by RP. Thus
the information kept in PD is directly consistent with the agent's execution model.
RP checks PD for consistency of the current execution state withone provided in
the model and also generates future plans. These future plans are characterized by a
temporal execution 
exibility which is achieved by de�ninga set of compatibilities on
tokens and state variables. The compatibilities are the temporal constraints on to-
ken execution and equality constraints on its values. Examples are: Given attribute
(state variable) "position", then " going(x; y) met by at(y)" is read as an activity
token going(x; y); met by is a compatibility and at(y) is a state token. This state-
ment de�nes that the activity " going" causes the state to change, re
ected by the
"at" token. In IDEA, the execution of a percept-plan-act sequence(represented in
form of FSM) is performed by the Plan Runner. PR is an asynchronous unit which
is responsible for receiving messages from external agents, invoking RP, receiving
noti�cation on the termination of planning from RP, sending generated messages to
respective agents and halting itself until the next event (responsibilities are listed
in the order of their execution precedence). In order to meetthe responsiveness
requirements of a system, the IDEA agent imposes a temporal constraint which de-
�nes the PR processing to take place in a single execution latency. If this condition
is not met, the agent has failed to perform and is taken o�ine. The introduction
of the concept of the bounded execution latency gives the agent the opportunity to
perform at acceptable rates. Additionally, it facilitates the way di�erent levels of
planning, i.e. the reactive planner and the long term deliberative planner, can be
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integrated into one agent. Depending on the requirements ofa system, planning can
be organized in form of:

� Minimal horizon reactive planning - it has the smallest plan granularity and
execution cycle. The problem of such an approach to planning is the complexity
due to it being very detailed. It is very close to lower level abstractions and
that is why the sub-goals of a plan can be considered to be commands to the
underlying hardware.

� Long horizon reactive planning- this type of planning is usually close to a
declarative one and thus more 
exible than minimal horizon planning but it
also requires more time to generate several execution latencies.

� Deliberative planning - it can be used to generate plans for long term mission
goals, thus may be computationally more expensive than the previous two types.

Figure 49 depicts possible reactive-deliberative planner interaction in an IDEA agent.
There will always be a trade-o� in performance, robustness andresponsiveness when
using either one of the presented approaches alone or in combination for the develop-
ment of a robotic SIS [18], [91], [30]. We also want to point outthat some aspects of

Figure 49: Reactive-deliberative planner interaction in IDEA [30]

the IDEA approach are similar to hybrid 3 layered approaches where each tier treats
the underlying one as a black box and where the planner-executive pair is usually
loosely coupled. There are also parallels to 2 layered approaches such as CLARAty,
where the planner-executive pair's level of coupling can also be speci�ed according
to the system requirements. In their current implementations IDEA based agents
are used for executive/planner purposes.

{ Control model: Similar to some systems discussed in this section, IDEA pursues
both an event-driven and a centralized control model.

{ Modular decomposition model: On the system level, when using IDEA agents,
a component based (to be precise, an agent based approach) decomposition into
functional sub-units is adopted.

� Fault tolerance and robustness aspects: The use of the same representation formal-
ism/model by the system computational units based on IDEA simpli�es the validation and
veri�cation problem. For instance, PD and the agent's central execution model have the
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same representation in terms of timelines and the history of state variables laid on them.
This condition automatically leads to a consistency of plans in the database with the
constraints declared in the model. Additionally, if there aresome system state variables
(such as rotation angles of a camera tilt, motor currents etc.) which need to be monitored
in order to avoid failure conditions, IDEA addresses this issue through the introduction of
timelines for the variables monitored. Since any inconsistency of the execution state vari-
ables is directly reported to RP, it can perform the recoveryactions within the speci�ed
time boundaries. The model based approach to the plan execution allows implicitly to
embed information on non-nominal conditions in a declarative model, i.e. agent's central
model. Another aspect which contributes to the robustness of thesystem is a de�nition
of the various levels of planning capabilities (Section 4.2.5). This 
exibility to planning
may improve the system's responsiveness to adverse external events. This condition also
follows from explicitly de�ning execution latencies. Some of the low level failure handling
capabilities which contribute to the fault tolerance of thesystem are inherited from the
third party software, GenOm [68] which is used for the functional layer software.

� Performance notes: The values were recorded on an experiment which involved an
RWI ATRV platform.

{ Hardware: Dual Pentium III, 1.3 GHz with Linux OS on board

{ Software: The number of modules on the low level functional level is 9. All modules
are implemented with GenOm.

{ Performance: Minimal Latency reactive planner model approach - execution latency
of an agent is 0.3 seconds, responsiveness to external events is within 1 second. Long
term horizon reactive planner model approach - execution latency of an agent is 1.5
seconds, responsiveness to external events is within 3 seconds.

Additionally, simulation runs were conducted.

{ Hardware: Pentium 2.5 GHz CPU.

{ Software: Agents CPU usage on average is 30%,

{ Performance: PR execution cycle - app. 0.5 seconds.

For further details on the conducted experiments confer to [30].

This chapter was dedicated to modern software integration systems used in robotics. We
�rst, brie
y investigated what, in general, is referred to as software architecture. This was
followed by presenting and discussing two perspectives, on software architectures presented in
[66], [65] and the taxonomies put forward. On the basis of this,together with the taxonomies
developed in chapters 1 and 2 (Figures 9, 8, 14) we analyzed the properties of a selected variety
of software integration systems. For this we established a basic evaluation model presented in
�gure 50, which we consider to be the �rst and a necessary step towards evaluating di�erent
software integration systems, at least on a theoretical level. The results of analysis show that
most of the systems, i.e. 3T, LAAS, CLARAty, MIRO, use an abstract machine (AM) as their
system model, whereas others do not impose any particular architecture,i.e. CoolBot, IDEA,
Player, ORCA. From the perspective of data 
ow and communication, systems mostly rely
on decentralized data models and communication between subsystems is organized in form of
clients and servers. There are both advantages and disadvantages to these approaches. For
instance, organizing a system as an AM composed of layers which provide services only to
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adjacent layers constrains a subsystem to a particular set of functionalities it can access from
adjacent layers. This condition also reduces system performance as the number of layers in-
crease. In some situations it could be necessary that, for instance, sub-systems of the decisional
layer can directly access low level functionalities provided by the skill layer. Though at the be-
ginning of the research on software integration systems, systems such as 3T were strictly based
on a layered approach, currently the trend is moving toward compensating for this de�ciency.
CLARAty, for example, being organized as two tiered AM, allowsclose interaction of the high
level deliberative planner with the low level functional layer and vice-versa. This is achieved
by tighter integration of the planner and the executive and by providing low level sub-systems
with their own deliberative capabilities. Additionally, from the perspective of either functional
or structural system decomposition into sub-systems, one can observethat currently the trend
moves towards using object oriented or component oriented modular decomposition approaches,
i.e. CoolBot, ORCA, Player etc. These approaches increase such attributes of the system as
portability, software reuse and maintainability. At the same time, though, they may impose
some problems such as component coordination, as the number ofcomponents grows, the dete-
rioration of the system's performance or the introduction of unintentional software faults during
manual coding. These di�culties can be solved, though, by automated code generation and
veri�cation processes, which may require only the description of software components as input
information.

In spite of the fact that, of course, a software integration systemcannot be judged holistically
from just one viewpoint of theoretical evaluation, i.e. its attention to and integration of means
to increase dependability13, we decided to summarize this chapter with a comparison table
based on our investigation, which is set up and should be read, therefore, with the focus on
dependability in mind. The table gives a brief idea of concepts and attributes of each system
considered and is intended as a �rst deductive step toward a morecomprehensive evaluation
and benchmarking of software integration systems in robotics.

13 Applications used in di�erent domains should be evaluated following from the requirement of that domain.
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Figure 50: SIS basic evaluation table

5 Summary

This survey was an attempt to provide a structured and systematical overview of the domain
of dependable robotics. Particularly, we investigated various taxonomies and concepts from
engineering and computer science with often diverging terminology and on the basis of them
created new inclusive and comprehensive taxonomies, i.e. taxonomies on fault tolerance, ro-
bustness and fault diagnosis methods [�gures 9, 8, 14]. This wasa �rst step towards not only
reviewing contemporary research in this �eld but also to laying an expandable foundation for
future evaluation projects. One of the main challenges related to the analysis of nomenclature
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and concepts was the lack of information on dependability inrobotics and the abundance of
such information in already well established domains like safety and control engineering, fault
tolerance and dependable computing. It did not seem to be a feasible solution, though, to just
adopt already existing taxonomies, instead, they had to be modi�ed and in some places ex-
tended in order to cover problems and models speci�cally pertinent to robotics like robustness
related to decisional mechanisms, low and high level fault handling and Monte Carlo estimation
techniques.

The preparatory work in chapter 2 on taxonomies allowed us tothen move from the purely
abstract concepts to more speci�c methodologies of means of dependability, i.e. approaches
to fault handling. In Chapter 3, we studied state of the art research in this �eld of robotics.
Throughout the chapter we attempted not only to analyze and compare di�erent diagnosis
techniques in use, but also to categorize them with respect to the taxonomies on fault tolerance
and model-based diagnosis developed earlier (Figures 8, 14).The analysis revealed that most of
the current research on robotic fault tolerance is focused on fault diagnosis problems. From the
perspective of techniques, a great tendency toward utilizingprobabilistic approximation meth-
ods, i.e. Monte Carlo techniques, is observable. The reason for this is that in most situations a
robotic system is in close interaction with highly dynamical and uncertain environments. These
conditions are well addressed and explainable when modeled asstochastic processes, hence the
use of probabilistic methods. In practice, it is also known that probabilistic models as well as
NN model based approaches are quite robust to external noise. Butunfortunately, to devise a
capable diagnostic system one has to deal with two contradicting issues. That is, a diagnostic
system should be robust to external noise in order to increase the accuracy of the results but at
the same time be sensitive to system faults to be able to detect them. Some researchers tackled
this problem by modifying some of the Monte Carlo algorithms, i.e. particle �lters. This to
some extent improves the diagnosis of low probability failurestates. The other problem, which
is related to most of the diagnosis approaches, is that they are frequently devised to handle only
a speci�c number of faults. Thus, it is not clear, how the algorithms will scale to a larger state
space of faults, though Monte Carlo approaches and VSMM estimation algorithms seem to be
a reasonable track to follow. Additionally, we did not encounter an approach which explicitly
handles multiple failures or failures known as common cause failures. The solution to these
issues can be the integration of low level diagnosis with particular high level reasoning methods
such as planners or executives.

In chapter 4 we concentrated on one of the most challenging andpressing problems in mod-
ern robotics, i.e. the problem of integrating di�erent robotic applications into one coherent
system. We systematically studied a selected number of widely used software engineering mod-
els and organized them into a taxonomy re
ecting information on system organization, control
and decomposition models (Figure 19). On the basis of this, together with the taxonomies from
chapter 2 and 3 we created a method for the evaluation of robotic software integration systems
with respect to dependability. For our analysis we chose a representative number of recently
developed and commonly used software integration systems. The investigation showed that
most of the fault handling capabilities of systems can be categorized as low level and high level
fault handling. Low level capabilities are usually involvedin hardware fault diagnosis, system
state estimation, failure recovery and con
ict resolution related to system resources on local
scale. High level fault handling respectively, being dependent on the planner and the executive,
is often responsible for resolving problems with the overall system behavior as perceived by
an external observer, i.e. contingencies arising while interacting with an environment. Addi-
tionally, the analysis made clear that in order to increase SISdependability researchers put an
emphasis on development phase dependability means, i.e. faultavoidance. This is achieved by
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automated code generation and veri�cation processes based on special tools and programming
languages such as Esterel, RMPL, ExoGen, GenOM. Another aspect which a�ects the system's
dependability, only in speci�c situations, though, is the ability of the system to perform fault
handling actions in reasonable time, i.e. \real-time" capabilities. With the exception of RAX,
we did not encounter systems, which report on this attribute in relation to dependability means.

As a future project towards a truly holistic evaluation, we suggest to perform a more elab-
orate analysis not only on the theoretical level but also on theexperimental. We propose to
establish performance measures for di�erent approaches, such asprobabilistic diagnosis and
NN, and evaluate them not only for the purpose of statistics but alsofor determining the ap-
plication domains for which speci�c approaches are the most suitable. In addition, since the
commercialization and thus proliferation of robotic systemsis going to increase, a fast and thor-
oughly established prototyping will be an increasingly crucial aspect of success. And software
integration systems will be able to contribute to high qualityand fast processes of prototyping.
We suggest that the basic evaluation taxonomy presented in this work be further expanded
with respect to the speci�c requirements in certain application domains.

We hope to see, though, an elaboration not only of the dependability of robotic systems
and methods to increase this speci�c property, but also of the analytical self-re
exion in the
�eld as a prerequisite for structured future improvements in development. With our survey we
hope to have contributed to this endeavor.
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